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OIIPEAEJIEHUSA

ABTOMAaTH3HPOBAHHAsl CHCTeMAa - CHUCTEMa, COCTOsINas U3 IepcoHalla M KOMILJIEKCa CPE/ICTB
ABTOMATH3AIMH €ro JCATCIIbHOCTH, peaTn3yrollas HHPOPMAIMOHHYIO TEXHOJOTHIO BBIOJIHECHUS
YCTaHOBJICHHBIX (DYHKIIUH.

be3onacHocTh MEPCOHAJIBHBIX JAHHBIX - COCTOAHHC 3alMMIICHHOCTU ICPCOHAIBHBIX JaHHBIX,
XapaKTCPpHU3yeMOC CIIOCOOHOCTBIO HOHB3OBaTeHeﬁ, TEXHUYECCKHUX CpCIACTB U I/IH(i)OpMaI_II/IOHHBIX
TEXHOJIOTHI 00CCIIeUnTh KOH(I)I/II[GHLII/IEUIBHOCTB, HEJIOCTHOCTD U JOCTYITHOCTDb NNICPCOHAJIBHBIX JAHHBIX
IIpHu UX o6pa60TKe B I/IH(bOpMaHI/IOHHBIX CUCTEMAX IIEPCOHAIBHBIX JaHHBIX.

BJIOKI/IPOBaHHe MNEPCOHAJBHBIX HAHHBIX - BPCMCHHOC IMPCKpPAIICHUC c6opa, CUCTCMAaTH3all1u,
HAKOIIJICHHS, UCII0JIb30BaHUsA, PACIIPOCTPAHCHM A, IICPCOHAIIBHBIX JAaHHBIX, B TOM YUCJIC UX IIEpCaaAdN.

Bupyc (koMnblOTEepHBIH, NPOrpaMMHBIN) - UCHOJHSAEMBIH MPOIPaMMHBIM KOA WU
UHTEPIPETHUPYEMBIi  HAa0Op MHCTPYKLMM, o0Onajaromuidi CBOMCTBAMH HECAaHKLMOHHUPOBAHHOIO
pacripocTpaHeHuss M camoBocnpousBeneHus. Co3maHHbIe TyONHMKAaThl KOMITBIOTEPHOTO BHpYcCa HeE
BCErJa COBIMAJAIOT C OPUTHHAIOM, HO COXPAHSIOT CIIOCOOHOCTD K JajIbHEHIlIeMY pacpOCTPaHEHUIO U
CaMOBOCIIPOU3BEICHUIO.

BpeHOHOCHaH ImporpamMmma - IIporpamma, npcaHa3Ha4yCHHas JJIA OCYHICCTBJICHUA
HCCAHKIIMOHUPOBAHHOI'O J0CTyIla H / W BO3I[CfICTBI/I$[ Ha TCPCOHAIILHBIC HJAHHBIC HIIM PCCYPChI
HH(bOpMaHHOHHOﬁ CUCTCMBI IICPCOHAJIIBHBIX TAHHBIX.

JocTyn B onepanMoHHYI0 cpely KOMNbIoTepa (MHGOPMAIMOHHON CHCTeMbl NEPCOHAJBHBIX
AAHHBIX) - TOJTYYCHHE BO3MOKHOCTH 3aIlycKa Ha BBITIOJHEHHUE IITATHBIX KOMaH, GYHKIUH, TpoIenyp
OTIEPALIMOHHON CHCTEMBI (YHUUTOKEHUS, KOTIMPOBAHUS, IEPEMEIICHHS U T.I1.), HCIIOJIHAEMBIX (hailsioB
MIPUKJIAJHBIX [IPOTrPaMM.

JocTtyn k nH(opMaLMHU - BO3MOKHOCTb ITOJTY4€HUS HH()OPMALIUY U €€ UCIIOJIb30BAHMUS.

3aki1ai0uHOe YCTPOIMCTBO - 3JIEMEHT Cpe/ICcTBa CheMa HH(OpPMAIMM, CKPBITHO BHEIPSEMBbI
(3akaabIBaeMblii MM BHOCHMBIH) B MeCTa BO3MOXKHOTO cheMa HH(popmanuu (B TOM YHCIE B
orpax/ieHue, KOHCTPYKIIMIO, 000pyA0BaHHe, TPeIMEThl HHTEphepa, TPAHCIIOPTHBIE CPEJICTBA, a TAKKe
B TEXHUUYECKHE CPEJCTBA U CUCTEMBI 00paObOTKU NH(OPMALINN).

3amnmaeMaﬂ an)opMamm - I/IH(l)OpMaI_H/IH, ABJIIOIIAsACA MTPECIMETOM COOCTBEHHOCTH U
noajacxKamasa 3aiuTe B COOTBETCTBUHU C Tp€60BaHI/I$IMI/I IMPaBOBbIX JOKYMCHTOB WA Tpe6OBaHI/I$IMI/I,
YCTaHAaBJIMBACMbIMHU COOCTBEHHUKOM I/IH(l)OpMaI_II/II/I.

NnenTudukanus - npucBoeHHe cyObeKTaM U OOBEKTaM JOCTyla HIAEHTHUQHUKaTopa U / WIH
CpaBHEHHE MPEIbIBIAEMOr0 HACHTU(PHUKATOPA C TEPEYHEM IPUCBOCHHBIX HJIEHTHU(PUKATOPOB.

NHpopMaTHBHBIH CHIHAJ - DJIEKTPUYECKUH CHUTHAJ, AKYCTHYECKHE, DJIEKTPOMAarHuTHbIE W
Apyrue (usnueckue Mo, MO MapameTrpaM KOTOPBIX MOXKET OBITh pacKpbiTa KOH(UICHIMAIbHAS
nHpopmanug (mepcoHalbHbIE JaHHbIE), oOpalOaTeiBaeMas B  HMH(DOPMAIIMOHHOW  cHCTEMe
MIEPCOHANIBHBIX JaHHBIX.

Nudopmanuonnasi cucrema nepcoHajbHbix 1aHHbIX (MCIIAH) - nHbOpMaIiMOHHas cUCcTEMa,
MpeJICTaBisIoNas coOol COBOKYIMHOCTh MEPCOHANBHBIX JAHHBIX, COJEpKalIuXcs B 0aze TaHHBIX, a
Takke WH()OPMAIMOHHBIX TEXHOJOTHH M TEXHUYECKHX CPEJCTB, TMO3BOJISIFOIINX OCYIIECTBISAThH
00pabOTKy TakMX TMEepPCOHANBHBIX JAaHHBIX C KCIOJB30BAHHEM CPEICTB aBTOMATH3AllMM WM 0e3
WCIIOB30BaHUs TaKuX cpeAcTB (cT.3 1.9 No 152-D3).

HNupopmanuoHHble TEXHOJOTHH - IMPOLECCHI, METOJbI MOMCKa, cOopa, XpaHeHUs, 00paboTKH,
MIPEIOCTABIIEHUS, PACIPOCTPAaHEHUs] MH(GOPMALUU U CIIOCOOBI OCYIIECTBICHHSI TaKUX MPOIECCOB U
METOJIOB.

Hcnonb3oBaHue nepcoHANbHBIX JAHHBIX - JEHCTBUS (ONEpalyn) ¢ MEPCOHAIbHBIMUA JaHHBIMH,
COBEpILIAaEMbIE€ OINEpPAaTOPOM B ILENSIX MPUHATUS PEIICHUM WM COBEPIICHUS HHBIX JICUCTBUM,



MOPOXKAAIOUINX IOPUINYECKUE TIOCIEACTBUS B OTHOIICHHM CYyOBEKTa MEPCOHAIBbHBIX IAHHBIX HIU
OpYrux Jull JuO0 WHBIM 00pa3oM 3aTparuBalOIUX TpaBa M CBOOOJABI CYyOBEKTa MEPCOHATBHBIX
JAHHBIX UK Apyrux aui (cT.3 m.5 Ne 152-@3).

HcTouHuK yrpo3nl 6e3onacHOCTH HHGopMaNuM - CyObEKT J0CTyNa, MaTePHATbHBIA O0OBEKT UITH
(bu3nuecKoe SIBICHUE, SIBISIFOIINECS MPUYUHON BOSHUKHOBEHHS YTPO3bI 0€30IaCHOCTH HH(POPMAITHH.

KonTtposnpyemasi 30Ha - MpOCTPAHCTBO (TEPPUTOPHS, 3[aHHE, YaCTh 3/1aHUS, NTOMEIICHHUE), B
KOTOPOM HCKIIFOUEHO HEKOHTPOJIMPYyEMOe MpPeOBbIBAaHHE MOCTOPOHHUX JIUI], & TaKXKe TPAHCIOPTHHIX,
TEXHUYECKUX M UHBIX MaTepUaIbHBIX CPE/ICTB.

KoHduaeHInaIbHOCTh NEPCOHATBHBIX JAHHBIX - 0053aTeNbHOE JJIsI COOMIOACHHS ONIEPaTOPOM
WIM MHBIM MOJIYYUBIIUM JOCTYN K NEPCOHAJIbHBIM JIaHHBIM JIMIIOM TpeOOBaHHME HE JOMYCKaTh HX
pacmipocTpaneHue 0e3 coryacus CyObeKTa MEepPCOHATbHBIX JAHHBIX WU HAJIWYUS WHOTO 3aKOHHOTO
OCHOBAHUSI.

Me:kceTeBoiil IKpaH - JOKaJIbHOE (OJHOKOMIIOHEHTHOE) WM (PYHKIMOHAIBHO- PaCIpeesieHHOe
mporpaMMHOe (MpOrpaMMHO-aNmapaTHoe) CpeAcTBO (KOMIUIEKC), pealu3ylollee KOHTPOIb 3a
nH(popManuen, MocTynarmeid B HWHOOPMANMOHHYIO CUCTEMY IEPCOHANBHBIX JAaHHBIX W / WIH
BBIXOZsIIeN U3 HH(OOPMALIMOHHOW CUCTEMBI.

HapleII/ITeJIb 0e3omacHOCTH NMEPCOHAJIBHBIX NAHHBIX - (1)I/ISI/I‘ICCKO€ JIN1O, CJIy‘Iaf/'IHO Ui
npeaAHaMCPpCHHO COBCPIIAOIICES ILCIZCTBHH, CJICACTBUEM KOTOPBIX SABJISICTCS HAPYHICHUC 0e30macHOCTH
MNEPCOHANIBHBIX JAHHBIX IIPHU UX 06pa6OTK€ TCXHUYCCKUMHU CPpCACTBAMU B I/IH(l)OpMaHI/IOHHI)IX CUCTEMAxX
INCPCOHAJIBHBIX JaHHBIX.

HeaBToMaTu3upoBanHasi 00padoTKa NEPCOHAJBHBIX JAHHBIX - 00pabOTKa MEePCOHAIBHBIX
JAHHBIX, COJEPKAIIUXCS B MHPOPMAIIMOHHOM CHCTEME MePCOHATbHBIX JAHHBIX JTU0O0 U3BICUECHHBIX U3
TaKOM CHUCTEMBI, CUMTAETCA OCYIIECTBICHHOW ©0€3 MCHOJb30BAaHUSI CPEJICTB AaBTOMAaTH3alUU
(HEeaBTOMATU3WPOBAHHON), €CIIM TaKue JEHCTBHS C MEPCOHANBHBIMU JAHHBIMH, KaK HCIIOJIb30BaHUE,
YTOUHEHHE, PACTIPOCTPAHCHHUE, YHHUUTOXKEHHUE TMEPCOHAIBHBIX JIAHHBIX B OTHOIICHUH KaXJIOTO W3
CyOBEKTOB MEPCOHATIBHBIX JAHHBIX, OCYILIECTBISIOTCS IPU HEMOCPEACTBEHHOM yyacTuu dyenoseka (1111
Ne687 ot 15.09.08).

HepexinapupoBaHHble  BO3MOXKHOCTM -  (DYHKIMOHAQJbHBIE  BO3MOXKHOCTHM  CPEICTB
BEIUHMCIIMTETbHOM TEXHUKH, HC OITMCAHHBIC NJIKM HC COOTBCTCTBYIOIIUMHU OIMMMCAHHBIM B TOKYMCHTAIUHU,
IIPU HCIOJb30BAHUU KOTOPHIX BO3MOXKHO HapylleHHE KOH(HJIEHIMAIbHOCTH, IOCTYIHOCTH WIH
L[eJI0CTHOCTU 00pabaThiBaeMO HH(POPMAIUH.

HecankumoHMpoBaHHBbIN 10CTYN (HECAHKIMOHMPOBAHHBIE AeCTBHUSA) - JOCTYN K HHPOpPMALIUU
WM AeWcTBUS ¢ MH(OpMalyel, Hapyllaolye MpaBuiia pa3rpaHuyeHus! J0CTyIa ¢ UCHOJb30BaHUEM
LITaTHBIX CPEJICTB, IPEJOCTABIIAEMBIX HH(POPMAITMOHHBIMU CUCTEMAMHU TIEPCOHAIBHBIX JIaHHBIX.

Hocurear uHpopmanum - ¢usnueckoe U0 HIM MaTepUANbHBIH OOBEKT, B TOM YHCIE
¢usnyeckoe moise, B KOTOPOM HH(pOpMAIHMs HAXOIUT CBOE OTPaKEHHE B BUJIE CHUMBOJOB, 00pa3os,
CUTHAJIOB, TEXHWYECKUX PELIEHUH U TMPOIECCOB, KOJWYECTBEHHBIX XapaKTEPUCTHK (PHUIUUECKUX
BEJINYMH.

OO6e3IMYNBaHUe MEPCOHAIBHBIX JAHHBIX - JCHCTBHS, B pe3yJIbTaTe KOTOPHIX HEBO3MOXKHO
OTIPEACTUTh TPUHAIICKHOCTh TEPCOHANBHBIX JJaHHBIX KOHKPETHOMY CYOBEKTY IEepCOHATBHBIX
naHHbIX (cT.3 m.8 Ne 152-D3).

O0padoTka mepCcOHAJBHBIX JAHHBIX - JICUCTBUS (ONEpaluu) C MEPCOHAIbHBIMHU JIaHHBIMU,
BKJIIOUasi cOOp, CHCTEMAaTH3allli0, HAKOIJICHHE, XpaHEHUe, yTrouHeHue (OOHOBIIEHHE, HU3MEHEHHE),
UCIOJb30BaHUE, paACIpOCTpaHEeHHe (B TOM YHUCIE Mepenady), o0e3nuyMBaHHEe, OJOKHMpPOBAHUE U
YHUUTOKEHHE NEePCOHAIbHBIX JaHHbBIX (cT.3 m.3 Ne 152-D3).

OO0menocTynHbie NepcOHANbHbIE JaHHBbIE - TIEPCOHANBHBIC JaHHBIE, TOCTYN HEOTPAaHUYEHHOTO
Kpyra JHI] K KOTOPbIM MPEJOCTaBIIEH C COrlacus CyObeKTa MepCOHANBHBIX JaHHBIX WK Ha KOTOpPbIE B



COOTBETCTBUHM C (eaepanbHBIMM 3aKOHaMH HE paclpocTpaHseTcs TpeOoBaHHE COOIIOACHUS
koHpuaeHIHaTbHOCTH (cT.3 .12 No 152-D3).

Oneparop (MepcOHAJBHBIX JAHHBIX) - TOCYJApPCTBEHHBIN OpraH, MYHHUIUNAIbHBII Opras,
IOPUINYECKOe WM  (U3UYECKOE JIMI0, OpraHu3yroniee W / WM OCYyIIECTBIsoNIee 00paboTKy
MEPCOHANBHBIX JAHHBIX, a TaKXKe OMPEICIAIONNE Ied U COAepKaHue OO0paOOTKH IMepCOHATBHBIX
naHHbIX (cT.3 m.2 Ne 152-D3).

IlepexBatr (uH(poOpManMU) - HENPaBOMEPHOE TNOJIy4YeHHE HH(DOPMAIMM C HCIOIb30BAHUEM
TEXHUYECKOI0 CPEACTBA, OCYILECTBISIONIEr0 OOHapyKeHue, mpueM U 00paboTKy HMH(OPMATHBHBIX
CUTHAJIOB.

IlepconanbHble AaHHBbIEe - r00as WHPOpPMAIMSA, OTHOCALIASACS K OINPEIOCICHHOMY WU
OIpeNieNIIEMOMY Ha OCHOBaHMM TakoW MHGpopManuu (U3UUEeCKOMY JUIy (CYOBEKTY MepCOHATbHBIX
TaHHBIX), B TOM YHCJI€ €ro (haMHiIHsi, UM, OTYECTBO, TOJ, MECAL], JaTa ¥ MECTO POXKICHHUS, aJIpec,
ceMeliHOe, COIMabHOe, MMYILIECTBEHHOE IOJIOKEeHUE, oOpa3oBaHue, mpodeccus, AOXOAbl U apyras
unpopmanug (ct.3 m.1 No 152-D3).

ITo6ouHbBIE JICKTPOMAIrHUTHBIC M3JYYCHUSA H HABOJAKH - JOJICKTPOMArHUTHBIC H3JIIYYCHUA
TCXHUYCCKUX CPpCACTB O6pa6OTKI/I 3amﬂmaeMoﬁ I/IH(i)OpMaI_II/II/I, BO3HHUKAIONIUEC KaK MOoOOYHOE SBJICHHUE
MU BBISBAHHBIC JBJICKTPUYCCKHMU CUTHAJIAMH, ZIGﬁCTByIOHIHMH B HUX JJICKTPUUYCCKUX MW MArHUTHBIX
OCIIAX, a TaKXC OJICKTPOMAIrHUTHBIC HABOJAKH J3THUX CHUIHAJIOB Ha TOKOIIPOBOAAIIWC JIMHUU,
KOHCTPYKIHWH W LUCTIH ITUTAHUS.

ITosb30BaTes b HHPOPMALMOHHON CHCTEMbI NMEPCOHANBHBIX JAHHBIX - JINLO, YYaCTBYIOLIEE B
(GYHKIMOHMPOBAaHWU HMHMOPMAIIMOHHONW CHCTEMBl TEPCOHANBHBIX JAaHHBIX WM HCHOJB3YIOIIEe
pe3yabTaThl €€ PYHKIMOHUPOBAHMUSL.

HpaBmIa pasrpann4eHust NA0CTymna - COBOKYIIHOCTb IIpaBuWJI, PETIAMCHTHUPYIOIINUX IIpaBa
AOCTYIIa CY6’LCKTOB AO0CTYIIa K 00BbEKTaM AOCTYIIA.

IIporpamMmHas 3aKjaaKa - KOJ IIPOrpamMMsl, IPEIHAMEPEHHO BHECEHHBIN B IIPOrpamMMy C LEJIBIO
OCYILIECTBUTh yTEUKY, M3MEHHMTbh, OJOKMPOBATh, YHMUYTOXHUTb WH(POPMALUIO WIH YHUUYTOXUTH U
Moau(UIIMPOBaTh MTPOrpaMMHOe obecriedeHre HH(HOPMALlMOHHON CUCTEMBI NTEPCOHANIbHBIX JaHHBIX U
/ nnu GIIOKMPOBATH aNIapaTHbIe CPECTBA.

HpOFpaMMHOC (l'[pOFpaMMHO-MaTeMaTI/I‘IeCKOC) BO3JelicTBHE - HCCAHKIITMOHUPOBAHHOC
BO3ACHCTBUE Ha PeCypChI aBTOMaTI/I3I/IpOBaHHOI7I HHq)OpMaHHOHHOﬁ CHUCTCMBI, OCYHICCTBIICMOC C
HCIIOJIB30BAHHUEM BPCAOHOCHBIX IIPOTpaMM.

PacnpocTtpaHeHne mepCcOHAJNBHBIX [aHHBIX - JICHCTBHS, HalpaBleHHbIE Ha Tepeaady
MEPCOHANBHBIX JAHHBIX OINpPEACICHHOMY Kpyry JuIl (Tepegavya TepCOHAIBHBIX JaHHBIX) WU Ha
O3HAKOMJICHHE C TEpPCOHANbHBIMU JaHHBIMH HEOTPAHMYEHHOTO Kpyra JHI, B TOM YHCIE
00HapoJIOBaHWE IEPCOHAIBHBIX JIAHHBIX B CPEJICTBAX MAacCOBOH WH(OpPMAIUHU, pa3MCEIICHHUE B
MH(OPMAIIMOHHO-TEIIEKOMMYHUKAITMOHHBIX CETSIX WJIM TPEJOCTaBIEHUE IOCTyMa K MEePCOHATbHBIM
JAHHBIM KaKUM-JIH00 UHBIM crtocoOoM (cT.3 m.4 Ne 152-D3).

Pecypc nHpopMannoHHON cHCTeMbl - UMEHOBAHHBIM 2JIEMEHT CHCTEMHOTO, NMPHUKJIAJIHOTO WU
anmnapaTHoOro obecrneyeHus: PyHKIMOHUPOBAHUS MH()OPMALIMOHHON CUCTEMBI.

CrnennanbHble KATErOPHHM IEPCOHAJBHBIX JAaHHBIX - IEPCOHAJIBHBIE JIaHHBIE, KacaroLIHecs
pacoBoi W HAIMOHAJbHOW TNPUHAAJEKHOCTH, TOJIUTUYECKUX B3IVIAJIOB, PEIUTHO3HBIX WM
¢unocopckux yOEKAECHUH, COCTOSHUS 370POBbS W HMHTHUMHOM JKM3HH CyOBEKTa IEepCOHAIbHBIX
JTAHHBIX.

CpencrBa BBIYMCIUTEIbHOW TEXHHKHM - COBOKYITHOCTh NPOTPAMMHBIX W TEXHUYECKUX
AJIEMEHTOB CHUCTEM O0pabOTKH MaHHBIX, CIOCOOHBIX (YHKIIMOHUPOBATH CAMOCTOSITEIHPHO WM B
COCTaBe JPYTUX CUCTEM.

Cyo0obekT goctyna (cy0ObekT) - JIMIO WIM TPOILECC, IECUCTBUS KOTOPOIO PErIAMEHTHUPYIOTCS



IIpaBUJIaMU PA3rPaHUYEHUs JOCTYIIA.

TexHuyeckue cpeacTBa MHGOPMALMOHHOI CHCTEMbl NMEPCOHAJBHBIX JAHHBIX - CPEICTBA
BBIYHUCIUTEILHON TEXHUKH, HWH(DOPMAIIMOHHO-BBIYMCIUTEIBHBIE KOMIUIGKCHI W CETH, CPEICTBA U
CUCTEMBI mepeauu, npueMa u oopadotku I1/Ix (cpeacTBa U cucTeMbl 3BYKO3aINUCH, 3BYKOYCUIICHHUS,
3BYKOBOCIIPOM3BE/ICHUS, IIEPETOBOPHBIE U TEJIEBU3MOHHBIE YCTPOICTBA, CpEACTBAa H3TOTOBJIECHMS,
TUPAXXUPOBAHMS JIOKYMEHTOB U JApPYrue TEXHUYECKUE CpPeACTBa 00pabOTKU peyeBoid, rpaduyeckoil,
BUJICO- U OyKBEeHHO-IIM(PPOBOH HH(DOpPMAINK), MPOTPaMMHBIE CPEICTBa (ONEPALMOHHBIE CHCTEMBI,
CUCTEMbI YIpaBiieHHs 0a3aMu JaHHBIX U T.I.), CPEICTBA 3alIUThl MHPOpMAIUH, MPUMEHSIEMbIE B
MH(POPMAIIMOHHBIX CHCTEMaX.

TexHnyeckuii KaHaJ yTedyKd HHQOPMAIUH - COBOKYITHOCTh HOCUTEIISI MHPOPMALIUHU (CPEeaCTBa
00paboTku), pu3nMdeckor cpeasl pacnpocTpaHeHus] HHPOPMATHBHOTO CUTHANA U CPEJICTB, KOTOPHIMHU
JOOBIBAETCS 3aluIacMas HHPOPMAIIHs.

Tpancrpannynasi mepeaada NePCOHAJbHBIX JAHHBIX - Iepelada IMEePCOHATBHBIX JTaHHBIX
oreparopom depe3 [locymapctBeHHyro rpanully Poccuiickoii @Denepanuu  opraHy  BJIACTH
WHOCTPAHHOTO TOCYIapcTBa, (PM3MUECKOMY WIH FOPUIAMYECKOMY JIMIy WHOCTPAHHOTO TOCYAapCTBa
(ct.3 m.11 Ne 152-D3).

Yrpo3sl 0e30MaCHOCTH MEPCOHAJBHBIX JAHHBIX - COBOKYIIHOCTb YCIOBUH U (PaKTOpOB,
CO3/IAI0IUX ONAaCHOCTh HECAHKLIIMOHUPOBAHHOTO, B TOM YHCJIE CIIy4allHOTO, IOCTYIa K IE€PCOHAIBHBIM
JaHHBIM, PE3YJIbTaTOM KOTOPOTO MOXKET CTaTh YHHUYTOXXCHHE, H3MEHEHHUE, OJIOKUpOBAHHE,
KOIIMPOBAHUE, PAcCIpOCTPAaHEHHE IEPCOHAIBHBIX [AHHBIX, & TAK)K€ MHBIX HECAHKLIMOHMPOBAHHBIX
JeicTBUH pH UX 00paboTKe B MH(POPMAIMOHHON CUCTEME TTIEPCOHAIBHBIX TaHHBIX.

YHUYTOKEHNE MEePCOHANBbHBIX [JAHHBIX - JCHCTBUSA, B pE3yJbTare KOTOPBIX HEBO3MOXKHO
BOCCTAHOBUTBH COJIEp)KaHUE TEPCOHAIBHBIX JAaHHBIX B HH(GOPMAIIMOHHONW CHCTEME MEPCOHAIBHBIX
JAQHHBIX WA B PE3yJabTaTe KOTOPBIX YHHUUTOXKAKOTCA MaTEpPUAIbHbIE HOCHUTENIM IEPCOHAIBHBIX
JTAaHHBIX.

YTeuka (GamumaeMoil) HHpOpPMAIMH 10 TEXHHYECKHM KAaHAJIAM - HEKOHTPOJIUpYyEeMOe
pacnpocTpaHeHue MH(OpMallMKd OT HOCHUTENS 3alluiiaeMol HH(opMmanuu depe3 (PpU3n4ecKyro cpeny
710 TEXHUYECKOTO CPEACTBA, OCYIIECTBISIONIETO IepexXBaT HHPOPMAITHH.

Yupe:xaeHne - rocy1apCTBEHHOE 00pa30BaTeIbHOE YUPEKICHUE ropoaa MOCKBBI.

YA3BUMOCTB - €1a00CTh B CPEJICTBAX 3aLIUTHI, KOTOPYIO MOXKHO HMCIIOJIb30BaTh JJISi HApyLICHUS
CHCTEMBI WJIN coJieprKalieiicss B Hel nH(opMaluu.

HenoctHocTs HHMOPMANMH - CHOCOOHOCTH CpPEACTBA BBIYUCIUTEIHHOW TEXHHUKH WU
ABTOMATU3HPOBAHHON CHCTEMBbI 00ECTIEUMBATh HEM3MEHHOCTh MH(POPMAILIUU B YCIOBUSX CIYYaHOTO
W/WIH IPETHAMEPEHHOT0 UCKAXEHUS (Pa3pyIICHHS).



OBO3HAYEHUA U COKPAIIIEHUA

ABC AQHTUBUPYCHBIC CPEICTBA

APM ABTOMATU3MPOBAHHOE paboyee MECTO

BTCC BCIIOMOI'aTEJIbHbIC TEXHUYECKUE CPEJICTBA U CUCTEMBI
NCIIIn H()OPMAIIMOHHAS CHCTEMA MIEPCOHAIBLHBIX JAHHBIX

K3 KOHTPOJIMpyeMasi 30Ha

JIBC JIOKQJIbHASI BBIYKCIUTEIIbHAS CETh

MDD MEKCETEBOM dKpaH

HC/I HECAHKLIMOHUPOBAHHBIN JOCTYII

OC onepalroHHas CUCTEMA

[1/10 [1EpCOHAJIBHBIC TaHHBIE

[IMB [IPOrPaMMHO-MAaTEMaTUYECKOE BO3ACHCTBHE

10 [IPOrpaMMHOE 0OeCIIeueHUE

[I1OMUH M0OOYHBIE SJICKTPOMATrHUTHBIC N3TTYYECHUSI M HABOJIKH
CA3 CHCTEMa aHaJIM3a 3allUIEHHOCTH

C3U CpeICTBa 3alIUTh HHQOPMAIIHH

C3I11n cuctema (TIOJICUCTEMA) 3alIUThl TEPCOHANBHBIX JAaHHBIX
COB crcTeMa 0OHapY)KEHUs! BTOP)KEHUH

TKYU TEXHUYECKHE KaHaJIbl yTeYKH MH(OpMaluu

YBI1 /I YIpO3bl 6€30MaCHOCTH MEPCOHATBHBIX JaHHBIX

DOCTAK denepanbHas ciyk6a M0 TEXHUYECKOMY M SKCIIOPTHOMY KOHTPOJIIO

Poccun




BBEJIEHUE

Hacrosmas Konnenmus wuapopmanmuonnoit 6ezonacHoctu MCII[IH  MyHUIIMTIAIRHOTO
OIO/KETHOTO 0011e00pa30BaTENbHOTO YUpeKAeHUs Topoackoro okpyra Tompartu «lllkoma Ne
79» ([lanee — MBY «lllkona Ne 79») sBisercss o(UIMAIBHBIM JOKYMEHTOM, B KOTOPOM
ompejelieHa CHUCTEMa B3MVIANOB Ha obecnedyeHne WHPOPMAIMOHHON Oe3zonmacHoctd MBY
«Ixoma Ne 79».

Heo6xomumocts paszpaborku Konmemnuu o00yclIOBIeHa CTPEMHUTENBHBIM PACHIMPECHUEM
chepbl TpUMEHEHUST HOBEUIINX MH(POPMAIMOHHBIX TEXHOJOTHH U mporieccoB B MBY «lllkona
Ne 79», npu 06paboTke HHGOpPMAaLIUK BOOOIIE, U TEPCOHAIBHBIX TaHHBIX B YACTHOCTH.

Hacrosmas Konuenuus onpeaensieT OCHOBHbIE LIETTU U 33[a4l, a TakKXKe OOIIYI0 CTpaTeruio
MOCTPOEHUS CHUCTEMbI 3amuThl nepcoHanbHbIX JaHHbIX (C3I1Jn) MBY «lllkoma Ne 79».
Konnenmus onpezenser ocHOBHbIe TpeOoBaHUS W 0a30Bble MOIXOJbl K HUX peau3alliu, s
JOCTIKEHUS TPEOYEeMOTro YPOBHS 0€30TaCHOCTH HH(DOpPMAIIHH.

Konuenmus pa3paboTaHa B COOTBETCTBUM C CHUCTEMHBIM IOAXOJOM K OOECIEYEHHUIO
nH(popMalnOHHON Oe3omacHocTU. CUCTEMHBIH MOJAXOJ MPEAINONaraeT MpPOBEIEHUE KOMILIEKCa
MEpONPUATHHA, BKIIOYAIOIMX MCCIEJOBaHUE Yrpo3 HMH(POpPMAIMOHHONW O€30MacHOCTH U
pa3pa60TKy CHUCTEMBbI 3alllUThI HI[H, C MO3WIKUN KOMIUICKCHOI'O HNPHUMCHCHUA TCXHHYCCKUX U
OpraHU3aLMOHHBIX MEP U CPEACTB 3aIUTHI.

[Toxg nHpopmanmonHoit 6e3onacHocThio [1/lH MOHMMaeTCs 3aIIMIIEHHOCTh MEPCOHATIBHBIX
JMaHHBIX W oOpalaThIBaromeld X MHOPACTPYKTYpE OT JIOOBIX CIy4alHBIX WM 3JIOHAMEPHBIX
BO3JICICTBUII, PE3y/IbTATOM KOTOPHIX MOXKET SIBUTHCSI HaHeceHHe yuiepba camoil WH(pOpMaIuH,
ee BiagensiaMm (cyopekram [1[lH) wimm  wHOpacTpykTrype. 3amaun  WHGPOPMALMOHHOM
0e30macHOCTH CBOAATCS K MHUHHMMH3AIMK yIiepda OT BO3MOXKHON peaiu3aluu  yrpo3
6e3omacuocta [1/1H, a TakKe K MPOTHO3WPOBAHUIO U MPEJOTBPALICHUIO TAKUX BO3ACHCTBUIA.

Konuemnus ciyXuT 0CHOBOM 151 pa3paO0TKH KOMIUIEKCA OPraHU3allMOHHBIX U TEXHUYECKHX
Mep mo oOecrieueHuto uHbopmarmonHoi Oe3omacHocth MBY «lllkoma Ne 79», a Ttaxxke
HOPMATHUBHBIX M METOAMYECKHX JOKYMEHTOB, OOECIEUYMBAIOIIUX €€ pealu3aluio, U He
npejoiaraeT NoAMeHbl QyHKIMI rocy1apcTBEHHBIX opraHoB BiacTH Poccuiickoit @enepanuu,
OTBEYAIOIIUX 3a ofecrieyeHHe Oe30MacHOCTH WH(GOPMAIMOHHBIX TEXHOJOTHM U 3aIIuTy
uH(pOpMaLUH.

KOHI.[CHI_II/IH SIBIISIETCA METOAOJOTHYECKON OCHOBOM JJIs:

- (opmupoBaHUS U IPOBEICHUS €IUHON MOJIMUTUKHU B 00J1aCTH oOecrieueHnst 0€30MacHOCTH
[T11a B UCIT[In MBY «lllkomna Ne 79;

- TPUHATUS YIOPaABICHUECKUX pEUIeHHWH U pa3pabOTKM NPaKTHUECKUX Mep IO
BOIUIOLICHUIO MONUTUKM Oe3omacHocTH I[I/lH M BeIpaOOTKM KOMIUIEKCA COTJIACOBAaHHBIX MeEp
HOPMAaTHBHO-IIPABOBOr0, TEXHOJOTHYECKOI0 W OpPraHU3AalMOHHO-TEXHUYECKOIO0 XapakTepa,
HaIlpaBJICHHBIX Ha BBIABICHUE, OTPAXKEHHE U JIMKBUJIALMIO IIOCIECACTBUH peanu3anuu
pa3nnyHbIX BUIOB yrpos I1/1H;

- KOOpAMHALUU JEATENBHOCTH CTPYKTYpHBIX nonpasaeneHuii MbY «lllkona Ne 79» mpu
npoBeeHUN paboT mo pazButhio W Skcruryatanuu UCIIIa ¢ coOmoaeHnem TpeOoBaHMiA
obecnieuenus 6e3omacuoctu I1/1H;

- pa3pabOTKM TPEIJIOKEHUH 110 COBEPIICHCTBOBAHUIO IMPABOBOTO, HOPMATHUBHOTO,
METOJIUYECKOT0, TEXHUYECKOTO W OpraHM3allMOHHOTO oOecrneueHusi Oe3omacHoctu [I/lH B
NCITJa MBY «llIxona Ne 79».

- mpaBoBOM ©0a3oif g paspaborku Hacrosimed Konmenmuum ciyxaT TpeOOBaHUS
nelcTBylomux B Poccun 3aKOHOMATENBHBIX W HOPMAaTHBHBIX JOKYMEHTOB IO OOECIEYEHUIO
0e30MmacHOCTH nepcoHanbHbIX NaHHBIX ([1J1H).



1. OBIME ITOJIOKEHUSA

Hacrosimas Konuenuust onpeznenseT OCHOBHBIE LIENU U 33J1a4M, a TaKKe OOIILYI0 CTPAaTErnio
MOCTPOEHHUS CUCTEMBI 3amuThl TepcoHadbHbIX naHHbIX (C3I1[H) MBY «lllkoma Ne 79», B
cootBercTBuM ¢ [lepeunem UCII/In. Konuenmwms onpenenseT OCHOBHbIE TpeOOBaHUS U 0a30BbIe
MOJIXO/IbI K UX peaiu3aliu, JUisl JOCTHKEHUS TpeOyeMoro ypoBHs 6€30MacHOCTH HH(POPMAIIHH.

C3I1[ln  mpexacraBisgeT CcoOOH  COBOKYIMHOCTh OpraHM3allMOHHBIX M TEXHUYECKHX
MeponpusaTHid i 3amuThl [IJ[H OT HempaBOMEpHOro WM CIIy4aHOTO JOCTyHa K HHM,
YHUYTOXXCHUS, U3MEHEHHUs, OJIOKMpOBaHMSA, KONMPOBaHMA, pacrpocTpaHenus I[1/[H, a Takxke
MHBIX HEIIPaBOMEPHBIX JEHCTBHI C HUMH.

be3onacHocTh NECPCOHAIIbHBIX JaHHBIX JOCTHUIaCTCs IIyTeM HUCKIIIOYCHUA
HCCAaHKIOUOHHUPOBAHHOIO, B TOM YHCIIC CJ'Iy‘IB.fIHOl"O, AOCTYyIIa K TIEPCOHAIbHBIM JaHHBIM,
PE3YJIbTATOM KOTOPOT'O MOKET CTaTb YHHYTOKCHHUC, U3BMCHCHUC, 6JIOKI/IpOBaHI/Ie, KOIIMPOBAaHUC,
pacupoCTpaHCHUC IICPCOHAJIbHBIX JTdHHBIX, a4 TAKKC MHBIX HCCAHKIIMOHUPOBAHHBIX ﬂeﬁCTBHﬁ.

Crpykrypa, coctraB u ocHoBHble (yHKimu C3II/IH ompenenstorcs ucxoas W3 Kiacca
NCIIJn. C3IIJJH BkirOYaeT oOpraHu3allMOHHbIE MEPbl M TEXHUYECKHUE CPEACTBA 3aIlMUThI
uHpopManuu (B TOM 4HcIe MHUPpoBaTbHBIE (KpUnTorpadUuecKkue) CpeacTBa, CpeicTBa
MPEIOTBPALICHUS] HECAaHKIIMOHUPOBAHHOTO OCTYyINa, YTEYKH HHPOPMAIMH IO TEXHUYECKUM
KaHaJlaM, TIPOrPaMMHO-TEXHUYECKUX BO3JICHCTBUN HA TEXHUYECKHE cpeacTBa oopadoTku I1/1H),
a TaKKe HUCIOJIb3yeMbIe B HH(POPMAIIMOHHOM CHCTEME HH(DOPMAIIMOHHBIC TEXHOIOTHH.

OtH MCPBLI ITPU3BAHBI 00€eCIIeUNTh:

- KOHQUAEHIUATBHOCTL  WH(popManuu  (3amMTa  OT  HECAHKIIMOHHPOBAHHOTO
03HAaKOMJICHUS);

- HeJOCTHOCTh MH(pOpMaluU (aKTyalbHOCTh M HEMPOTUBOPEUYMBOCTh HMH(OpMALIUHU, €€
3alUIIEHHOCTh OT pa3pyIleHUs] U HECAaHKIIMOHUPOBAHHOTO U3MEHEHNU);

- JOCTYNHOCTH HH(pOpManuu (BO3MOKHOCTb 32 MPUEMIIEMOE BPEMsI ITOTYYUTh TPEOyeMyto
UH(POPMALIMOHHYIO YCIIYTY).
Craguu cozmaaus C3I1/IH BKIIFOYAIOT:

- TOpeamnpoeKTHas CcTaAus, BKJIOYaromas mnpeanpoektHoe ooOcnenoBanue MWCII/H,
pa3pabOTKy TEXHHUUECKOTO (YJaCTHOTO TEXHUUECKOT0) 3a/IaHMsI Ha €€ CO3/IaHuUE;

- cTajausi MpoeKTupoBaHus (pazpaboTku npoekToB) u peanuzanuu UCII/(H, BkIoyaromas
paspadotky C3I11n B cocraBe UCII/IH;

- cragus BBoja B aecrue C3II/IH, BKiIOYaromas OMBITHYIO SKCILTyaTal[Mi0 U MPUEMO-
CIATOYHBIE MCTIBITAHUS CPEACTB 3alTUTHI HH(POpMAIKH, a Takxke oleHKy coorBeTcTBusi UCII/IH
TpeGoBaHUsAM 0€30MacHOCTH HH(POPMAITUH.

OpranuzalvoHHbIE MEphl MPEAyCMaTpPUBAIOT CO3JaHME M MOJJEp’KaHUEe IPaBOBOM 0a3bl
6e3onmacuoctu II/I[H u pa3paboTKy (BBeaeHHE B JeicTBHE) MpeaycMOTpeHHbIX lloauTukoit
uHpopmanronHon OezonacHoctu MCIIH crienyrommx OpraHu3aloOHHO-PacoOPSAUTEIbHBIX
JIOKYMEHTOB:

- [Tnan mepomnpusituii mo odecnevenuto 3amutel [1IH npu nx o6padotke B UCI/H;
- [Tnan MeponpusATHiA IO KOHTPOIIIO obecnieueHus 3amuThl [1)H;

- [Topsimox pesepBupoBaHUs U BoccTaHOBiIeHUs paborocnocodbHoctn TC um I1O, 6a3
nmaaHbIX 1 C3U;

- JomxHocTHast wHCTpykiuss anmuuuctpatopa MWCII[lH B wactu obecrieueHus



6e3onacuoctu [1/1n npu ux ob6padotke B UCII/IH;
- JIomKHOCTHAsI HHCTPYKIHS aqiMuHUCTpaTopa 6e3omacuoctu UCII/H;

- HomxaocTHas uHCTpyKIus nons3oBatens MCIIIa B yactu obecnieueHust 6€30macHOCTH
I1/Ts mpu ux obpadotke B UCII/IH;

- I/IHCprKI_II/IH Ha cnyqaﬁ BO3HHUKHOBEHHS BHEIITATHOM CUTyalllu,

—  PexomeHmanmum 1o HMCHOJB30BAHUIO NMPOTPAMMHBIX M alIapaTHBIX CPEACTB 3allUTHI
uHpOpMaLUH.

- Texuudeckue MCpPBI  3allUTBI PCAIM3YIOTCAd HOpUA IMOMOIIHU COOTBCTCTBYIOIIUX
IIpOrpaMMHO-TEXHUYCCKUX CPCACTB U METOA0B 3allIUTHI.

- IlepeyeHbp HEOOXOOUMBIX MeEp 3alUTHl MHGOPMALUU ONpEAeNseTcs MO pe3yiabTaraM
BHyTpeHHel npoBepku 0e3onacHoctu UCIT/In MBY «lllkona Ne 79».

2.3AJJAYU C3MIH

OcHoBHoli nenbto C3II/IH sBisieTcs MUHHMMUH3aLMs yiiepda OT BO3MOXKHOM peaau3aluu
yrpo3 6e3onacHoctu [1/1H.

Jns  nmoctmwkeHus ocHOBHOM menmu cucrema Oe3omacHoctu [1/ln WCII[H momkHa
oOecrieurBaTh YPPEKTUBHOE PEIICHUE CICTYIONINX 3a/au:

- 3amMTy OT BMEIaTelbCTBa B mpouecc GpyHkunonupoBanus MCIIJIH mocTOpOHHUX JIHIT
(Bo3MOKHOCTh Hcnosib3oBaHuss AC M JOCTyll K ee pecypcaMm JOJDKHBI HMETh TOJBbKO
3aperucTpUPOBaHHBIE YCTAHOBJIEHHBIM MOPSAKOM I10JIb30BATENN);

- pasrpaHMuY€HUE JIOCTyNa 3apETHCTPUPOBAHHBIX IIOJb30BAaTEEH K  allapaTHbBIM,
nporpaMMHbIM U HHGOopMannoHHbIM pecypcam MCIIJIH (BO3MOXXHOCTH JOCTyMa TOJIBKO K TEM
pecypcaM U BBIIOJHEHUSI TOJIBKO T€X ONEpalui ¢ HUMH, KOTOpPbIE HEOOXOAUMBI KOHKPETHBIM
nosib3oBarensiM MCII/IH 1uid BBINONIHEHUS CBOUX CIIY»KEOHBIX 00sI3aHHOCTEH), TO €CTh 3allluTy
OT HECAaHKLIMOHUPOBAHHOI'O JOCTYTIA:

e k uHpopmaruu, nupkynupytomeit B UCI1/IH;
e cpexactBaM BbrurcnutenbHol Texuuku UCIH;

e anmapaTHbIM, MPOrpaMMHBIM M  KpUOTOrpauMuecKuM  CpeiCcTBaM  3allluThl,
ucnonbszyembiM B UCTI/TH;

- PETHCTpalUIO NEHCTBUU II0Jb30BATENIEH IPHU HUCIOJIB30BAHUU 3aLIUIIAEMBIX PECYPCOB
HNCII[IH B CHCTEMHBIX JXKypHAJax W IEPUOANYECKUN KOHTPOJIb KOPPEKTHOCTH JIE€UCTBHI
II0JIB30BATEJIEH CUCTEMBI ITYTEM aHAJIM3a COLEPKUMOT0 ITUX KYPHAIIOB;

- KOHTPOJIb IIEJIOCTHOCTHU (0OecredeHre HEM3MEHHOCTH) CPEeIbl NCIIOJIHEHUSI IPOTpaMM U
€€ BOCCTAHOBJICHHUE B Cllydae HapyLICHHUS],

- 3alIMTy OT HECAHKIHMOHHPOBAHHONM MoAU(UKAIMKM UM KOHTPOJIb ILIEJOCTHOCTH
ucnoabpzyemsix B MCII/IH nmporpaMMHBIX CpPEACTB, a TAK)KE 3aIIUTY CUCTEMBI OT BHEAPEHUS
HECAaHKI[MOHUPOBAHHBIX MIPOIPaAMM;

- 3alIUTy HI[H OT YTCUKHU II0 TCXHUYCCKHUM KaHaJIaM IIpU €C 06p360TKC, XpaHCHUH U
nepeaayc 1nmo KkaHajiaMm CBA3H,

- sauuty [I/lH, xpanumoii, oOpabaTbiBaeMOil M TiepefaBaeMol MO KaHajlaM CBS3H, OT
HECaHKIIMOHUPOBAHHOIO PA3TJIAILICHUS NN UCKAKEHUS;

- obecnieueHHe >KMBYUECTH KPHUNTOrpaUYeCKUX CpPEACTB 3aIIMThl HMH(OpMAIMHM TpU
KOMITPOMETAIUH YaCTH KJIFOYEBON CHCTEMBI;
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- CBOECBPEMEHHOE BBISBICHHE HCTOYHUKOB Yrpo3 6e3onacHoctu I1/IH, mpuunH U yciaoBui,
CHOCOOCTBYIOUIMX HaHeceHHo yiepOa cyobekram IIJ[H, co3gaHue mexaHM3Ma ONEpaTHBHOIO
pearupoBaHus Ha yrpo3bl 6e3onacHocTy [1/1H 1 HeraTUBHbBIE TEHICHIN;

- CO31aHHuC YCJ'IOBI/Iﬁ 1 MHUHHMH3allUM MW JIOKaJIM3allMkMd HaHOCHMOI'O ymep6a
HCIIPaBOMCPHBIMU JEHUCTBUSIMU (bn3nqec1<1/1x U HOPpUIAAYCCKUX JIHUII, ocia0JieHue HEraTUBHOTO
BJIUAHHWA U JIMKBUAAIIUA HOCJ'ICI[CTBI/II‘/'I HapylmCHUs 0€e30macHOCTH HZ[H

3. OFBEKTbBI 3ALLIUTHI
3.1 Ilepeyenb HH(POPMALMOHHBIX CHCTEM

B (nonnoe HauMeHoOBaHUE orneparopa) MNPOU3BOAUTCA 00pabOTKa MEPCOHATIbHBIX JaHHBIX B
UH(POPMALMOHHBIX cucTeMa 00padoTku nepcoHanbHbIX AaHHBIX (UCIIdH).

[lepeuenr UCIIJIH omnpenensiercs Ha ocHoBaHuMM OTyeTa MO pe3ynbTaTaM BHYTPEHHEU
MIPOBEPKH.

3.2 IlepeuyeHb 00HEKTOB 3aIIUTHI

OObexTamu 3alIUTHI SBISIOTCA - HHPopManus, oopadateiBaemast B MCII/IH, u TexHuYeckue
cpeacTBa ee o0OpabOTKM M 3amuThl. [lepedeHb MepcOHaNbHBIX JAHHBIX, MOAJIESKAIINE 3allUTE,
onpeneneH B [lepeune nepcoHanbHBIX JaHHBIX, Moexamux 3amure B UCII/,

OOBeKTHI 3alUThI BKIIIOYAOT:
- obOpabaTbiBacmast HHMOpMAIS;
- TEXHOJIOTUYECKasi HHPOpMaIus;
- IPOTrPaMMHO-TEXHUYECKHE CPEeICTBA 00pabOTKH;
- cpeactsa 3amuThl [1/1H;
- KaHaJIbl HH(OPMAIIMOHHOTO OOMEHA M TeIeKOMMYHHUKAIIH;
- 00BEKTHI U MMOMEIEHUS, B KOTOPBIX pa3MenieHbl komnoHeHTsl UCII/IH.
4 KIACCUDUKAIUA MOJb30BATEJENA UCITJTH

[Tonb3oBarenem MCIIJIH  sBnsercs Jumo, Yy4yacTBywoollee B — (PYHKIHOHHUPOBAHUU
UH(POPMALIMOHHOM CHUCTEMbl NEepPCOHANBHBIX JaHHBIX WM HCHOJb3YIOLIEEe pe3yiabTaThl ee
¢byakuunonupoBanus. [lons3oBatenem UCIIAH sBasercs moboi cotpyaauk MBY «lkoma Ne
79%», nmeromuii noctyn Kk UCIIJIH 1 ee pecypcaM B COOTBETCTBHM C YCTAHOBJIEHHBIM IOPSAKOM,
B COOTBETCTBUHU C €r0 ()YHKIMOHAIBHBIMH 00513aHHOCTSIMHU.

[Tonb3oBarenu UCII[IH nensitcs Ha TpU OCHOBHBIE KATErOPUU:

- anmunuctparop UCIIIn. Cotpynaukun MBY «lllkona Ne 79», KoTopble 3aHUMArOTCS
HACTPOWKOM, BHEIPEHHEM M CONpoBOXKAeHUEM cucteMbl. Aamunuctpatop MCII[IH obnanaer
CJIEIYIOIIMM YPOBHEM JIOCTyMA:

e obOmamaer mnoMHOM HHPOpPMAIME O CHCTEMHOM M NPHUKIATHOM MPOTPaMMHOM
obecnieuenun UCII/IH;

e oOnanaer mosHOW MHGOPMaLUEl 0 TeXHUYeCKuX cpeacTBax U KoHurypauun UCITIH;

[ ] nMECT I[OCTyl'I KO BCEM TCXHHYCCKHUM Cpe,Z[CTBaM 06pa6OTKI/I HH(bOpMaHHH U JAaHHBIM
VCTI/Tx;

e oOmamaeT mpaBaMu KOH(DUTYPUPOBAHUS U aIMUHUACTPATUBHON HACTPOWKH TEXHUUYECKHX
cpeacts UCII/IH.
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- nporpammucrt-pazpabotunk HCII[n. Corpyauuku MBY «lllkona Ne 79» wunwm
CTOPOHHHMX OpraHU3alUii, KOTOpbIE 3aHUMAIOTCA pa3pabOTKON MpPOrpaMMHOrO 0OecreueHHs.
Pazpaborunk UCII/IH oOmamaeT cneayonmm ypoBHEM IOCTYIIA:

e o0Onamaer mHpOpMANKEH 00 anropuTMax M MporpaMmax oOpabOTKHM MH(OpMaIMU Ha
NCIIH;

e 005a7aeT BO3MOXXHOCTSIMH BHECEHHS OIIMOOK, HEICKIAPUPOBAHHBIX BO3MOXKHOCTEH,
MPOrPaMMHBIX 3aKJIaJIOK, BPEIOHOCHBIX MPOTPaMM B MPOrpaMMHOE oOOecTeueHue
NCIIH Ha cranuu ee pa3paObOTKH, BHEAPECHUS M COITPOBOKICHUS;

® MOXET pacroyiarate Jo0biMu (QparmeHTamu uHpopmauuu o Tononoruu WCII[An u
TEXHUYECKUX CpelicTBax 00padoTku u 3amuthl [1/1H, oOpadaTeiBaembix B MCIT/IH.

- omneparop UCIIIn. Corpynnuku noapazaeneuniit MBY «lllkona Ne 79y ygactByronmx B
npouecce skcmryarauun UCIT/Ia. Onepatop UCII[AH obnagaer ciaenyronM ypoBHEM AOCTYTIA:

e oOmamaer BCEMH HEO0OXOAUMBIMHU aTpulyramu (Hanpumep, apoJieMm),
o0ecreunBaroIIMMHU JJOCTYII K HEKOTOpOMY IoaAMHOkecTBY 11/1H;

L4 pacmoJyaracTt KOH(l)I/II[eHIII/IaJH)HI)IMI/I AaHHBIMHU, K KOTOPBIM UMCCT NJOCTYII.

- Kareropuu nosip3oBaTeneil 10MKHBI ObITh onpeaeneHbl s kakaoin MCIIAH. JlomxHo
OBITh YTOYHEHO pa3lieJIeHue COTPYIHUKOB BHYTPU KaTErOpHi, B COOTBETCTBUM C THIIAMHU
MoJIb30BaTesIeH onpeneneHHpIMU B [loauTnke nHPpOpMaIMOHHON 0€30MacHOCTH.

- Bce BbIsIBIEHHBIE TpYIIBI IOJdb30BaTeNnel orpaxarorcs B OtTuere mo pe3yibTaTam
BHyTpeHHell npoBepku. Ha ocHoBanum OTuera ompenensitoTcsl mpaBa JOCTyla K 3JI€eMEHTaM
NCTI/In s Bcex rpymm nonib3oBareneil u orpaxarorcs B Marpuue nocryna B IlonoxeHun o
pa3rpaHUYeHUH MpaB AOCTYIa K 00padaThIBAEMbIM [TEPCOHATBHBIM JAHHBIM.

5. OCHOBHBIE MPUHIIAIIBI TIOCTPOEHWS CHUCTEMBI KOMILIEKCHOM
SAIUTHI UTHO®OPMAIINHU

[Toctpoenue cuctemsr obecneuenus 6ezonacHoct [1/Jn UCITJn MBY «IIKOJIA Ne 79» u
ee (YHKIIMOHUPOBAHHE JIOJKHBI OCYIIECTBISTHCS B COOTBETCTBUH CO CIEAYIOIIMMH OCHOBHBIMU
MpUHIUITIaMHA

- 3aKOHHOCTb;
- CHCTEMHOCTH;

- KOMILJIEKCHOCTH;

- HETIPEPHIBHOCTb;

- CBOEBPEMEHHOCTb;

- NIPEEMCTBEHHOCTh ¥ HETIPEPHIBHOCTH COBEPIIICHCTBOBAHHS,
- HepcoHaNbHasl OTBETCTBEHHOCTD;

- MUHHMH3AIUS TIOJTHOMOYHIA;

- B3aUMO/IEIICTBHE U COTPYIHUYECTBO;

- THOKOCTh CUCTEMBI 3allHTHI,

- OTKPBITOCTh AJITOPUTMOB U MEXAHU3MOB 3aIHTHI;

- POCTOTA TPUMEHEHHS CPEJICTB 3alIHTHI,

- Hay4Hasi 000CHOBAHHOCTb U TEXHUYECKas Peain3yeMOCTh;
- crieruanu3anus 1 npodeccHoHanmu3M;

- 00513aTeIbHOCTh KOHTPOJIS.

5.1 3AKOHHOCTbD

[Ipenmonaraer ocCyliecTBICHHE 3allUTHBIX Mepolpustuii u paspabdorky C3IIJn MBY
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«IlIxoma Ne 79» B COOTBETCTBUU C JACUCTBYIOIINM 3aKOHOAATEIHCTBOM B 00J1aCTH 3amuThl [1/]H
U JPYTMMH HOPMAaTUBHBIMH MPABOBBIMU aKTaMU 10 0€30MMacHOCTH MH(OPMAITUHU, YTBEPKIESHHBIX
OpraHamu rocyJ1lapCTBEHHOM BJIACTHU U YIIPABJICHUS B MPEIEIIaX UX KOMIIETEHLINH.

[Tonp3oBarenu u oocmyxuBatromuii nepconan [1/1n UCITIn MBY «lllkoma Ne 79» moimkHbI
OBITH OCBEZOMIIEHBI O TIOPsIIKE paboTHI C 3amuiiaeMoit nHdopmaryeir 1 00 OTBETCTBEHHOCTH 3a
3amuThl [1/1H.

5.2 CHuCTEeMHOCTD

Cucremnsiii nogxon k noctpoenuto C3I1JIn MBY «lIlkosia Ne 79» npeamonaraer y4eT Bcex
B3aUMOCBSI3aHHBIX, B3aUMOACHCTBYIONINX U MU3MEHSIOIIUXCS BO BPEMEHU 3JIEMEHTOB, YCIOBUN U
(aKTOpOB, CYIIECTBEHHO 3HAYMMBIX JUIS NMOHUMAaHUS W peHIeHUs MpoOjeMbl oOecreueHus
oe3onacuoctu [1In UCIIIn MBY «lllkona Ne 79».

ITpu cozmaHuM CUCTEMBI 3aIUThI JOJKHBI YUUTHIBATHCS BCE ciadble U Hanbosiee ysi3BUMBIE
mecta cuctembl o0pabdotku I1/]H, a Taxke xapakTep, BO3MOKHBIE OOBEKTHI M HAIIPABJICHUS aTaK
Ha CHUCTEMY CO CTOpPOHBl  HapymuTeneil  (0COOEHHO  BBICOKOKBAIM(HUIHMPOBAHHBIX
3JIOyMBIIIJICHHUKOB), IIyTH NPOHUKHOBEHUss B pacnpeneneHHsle cucrtembl u HCJI  k
uHpopmanuu. Cucrema 3alIUThl JOJDKHA CTPOMTBCA C YYETOM HE TOJIBKO BCEX H3BECTHBIX
kaHaoB npoHukHoBeHUs: 1 HCJl x mHpopmManmu, HO U C Yy4€TOM BO3MOKHOCTH TOSIBIICHHSI
HOPUHIUIHNAIBHO HOBBIX IyTEeH peanu3alnuu yrpo3 0e30MacHOCTH.

5.3 KoMIuiekcHOCTD

KoMIuiekcHOe MCIoJIb30BaHUE METOJOB M CPEACTB 3alIUTHI IPEIIOJIAraeT COIIaCOBAaHHOE
IIPUMEHEHNUE Pa3HOPOAHBIX CPEACTB IIPU IOCTPOCHUM LEJIOCTHOM CHCTEMBI 3alIUTHI,
NEepEeKpBIBAIOIIECH BCE CYIIECTBEHHbIE (3HAYMMBbIE) KaHAJIbl peau3alii YIpo3 U He coJepiKaliei
CJ1a0bIX MECT Ha CTBIKAX OTJENbHBIX €€ KOMIIOHEHTOB.

3amuTa A0JDKHA CTPOUTHCS JIIETOHUPOBAHO. J[JIs KaXa0ro KaHama yTedkd MHGOpMaIluu 1
JUISL KaKJIOM yrpo3bl O€30MaCHOCTH JIOJKHO CYIIECTBOBaTh HECKOJIBKO 3aIUTHBIX pyOexkei.
Coznanue 3allUTHBIX pyOeKel OCYIIECTBISIETCS ¢ YY4ETOM TOTrO, YTOOBI AJSl MX MPEOJOJTICHUS
MOTEHIIUATHFHOMY 3JIOYMBIIUICHHUKY TpeOOBaIUCh MPO(PECCHOHATbHBIE HABBIKU B HECKOJIBKUX
HEB3aMMOCBSI3aHHBIX 00IACTSIX.

Buewnsis 3amura 1omkHa obecneunBaTbesl (PU3MUECKUMHU CPEACTBAMU, OPraHU3allMOHHBIMU
U NpaBoBbIMH MepaMu. OHUM U3 Hanbojee yKpEeIUIEHHBIX pyOekeil Mpu3BaHbl ObITh CPEICTBA
KpUNTOrpauueckoil 3alluThl, peaJN30BaHHbIE C HCIoIb30oBaHMeM TexHosorun VPN.
[TpuknagHoil  ypoBeHb 3allUThI, YYUTHIBAIOIIMNA OCOOEHHOCTH MpEAMETHOW obiacTw,
MIpEeJICTaBIsIeT BHYTPEHHUN PYOeK 3alUThI.

5.4 HenpepsiBHocTh 3ammTsl I1/IH

3ammra IIJIH - He pa3oBoe MepONpHUATHE W HE NIPOCTas COBOKYINHOCTb IPOBEICHHBIX
MEPONPUIATHUA M YCTAHOBJIEHHBIX CPEICTB 3alUThI, a HENPEPHIBHBIM II€JICHAIIPABICHHBIN
MPOLIECC, MPEANoaralofil MpUHITHE COOTBETCTBYIOIIMX MEp Ha BCEX dTamax >XM3HEHHOIO
nukia UCIT/IH.

NCII/IH 1omKHBI HAXOAUTHCS B 3aIIMIIEHHOM COCTOSIHUU Ha MPOTSKEHUU BCETO BPEMEHHU UX
GyHKIIMOHUPOBaHMsI. B COOTBETCTBUMU C ITUM NPUHIMIIOM JIOJDKHBI MPUHUMATHCS MEpPHI 1O
HeponyuieHuto nepexonaa MCII/IH B HE3aIUIIEHHOE COCTOSTHUE.

BonpmmHCTBY (QU3MYECKUX M TEXHMUYECKUX CPEACTB 3allUThl I 3PQPEKTUBHOTO
BBIMIOJTHEHUS] CBOMX (PYHKIMI HEOO0XOoAMMa IOCTOSHHAs TEXHUYecKass U OpraHU3alMOHHAs
(amMUHUCTpAaTUBHASI) TONJEPXKKAa (CBOCBPEMEHHAass CMEHa U 0OecledeHne MpaBUIHLHOTO
XpaHEHUsT M TPUMEHEHUS HWMEH, hapoyiei, Kioued muppoBaHus, MepeornpererieHne
nomHOMOYMi W T.m.). IlepepbiBBI B paboTe CpEACTB 3alUThl MOTYT OBITh HCIHOJIb30BAHBI
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3JIOYMBIIIJIEHHUKAMU JIJIs1 aHAJIM3a IPUMEHSIEMbIX METO/IOB U CPEACTB 3allUThI, /Ul BHEIPEHUS
CIEUMAJBHBIX NPOrpaMMHBIX M amnmapaTHhIX ''3aknafok" M APYrMX CpPEICTB IPEOJOJICHUS
CHCTEMBI 3aIIHTHI [TOCIIE BOCCTAHOBIICHUS €€ (PyHKIIMOHUPOBAHUSI.

5.5 CBoeBpeMeHHOCTh

[Tpenmonaraer ympexmamImuid xapaktep Mep obecredenus: OezonmacHoctu [1J[H, TO ecTh
MOCTAaHOBKY 3ajad 1o kKomiuiekcHoW 3amute HCII[lH w peanusamuio Mep oOecrieueHHs
oe3omacHocTr I1/[H Ha panHux cragusx paspadorku MCII/IH B menoM u ee CHCTeMBI 3alluThl
uH(pOpMalliH, B YaCTHOCTH.

Pa3zpaboTka cucTeMbl 3alUTHl JOJDKHA BECTHCH MapajUIebHO ¢ pa3pabOTKON M pa3BUTHEM
caMOi 3alMIIaeMOM CHUCTeMbl. OJTO IMO3BOJIUT YYecTh TpeOoBaHUS OE30MacHOCTH MPHU
IPOCKTHPOBAHUN HH()OPMAIIMOHHONW apXHTEKTYphl M, B KOHEYHOM CUeTe, CO3laTh OoJjee
s dexTrBHBIE (KaK MO 3aTpaTaM peCcypcoB, TaK U MO CTOMKOCTH) 3aIIUIIEHHbIE CUCTEMBI.

5.6 HpeeMCTBeHHOCTL U COBEPIHICHCTBOBAHUE

[IpenmonararoT MOCTOSSHHOE COBEPILIEHCTBOBAHUE MEP M CPEICTB 3alllUThl MHPOpPMAIUU Ha
OCHOBE IPEEMCTBEHHOCTH OPraHM3allMOHHBIX W TEXHUYECKUX PEIICHUH, KaJIpOBOIO COCTABA,
ananuza ¢pyakiuonuposanus MCII/IH u ee cucTeMbl 3alIUTHI C Y4ETOM U3MEHEHUN B METOaxX U
cpeacTBax mnepexBara WH(OpMaIMK, HOPMATUBHBIX TPEOOBAHWI MO 3allUTE, JOCTUTHYTOTO
OTEUYECTBEHHOIO U 3apy0eKHOT0 OIbITa B 3TOI 00JIacTH.

5.7 IlepconajibHAsi OTBETCTBEHHOCTH

[Ipenmonaraer BO3JIOXEHHWE OTBETCTBEHHOCTH 3a oOecredeHne Oe3onmacHoctu [1[IH u
CHUCTEMBI UX 00pabOTKH Ha KAKJOTO COTPYAHUKA B TIpe/iesiax ero noaHoMounit. B coorBeTcTBumn
C 9TUM IMPHUHLUIOM pacHpeeseHne NpaB M OO0A3aHHOCTEH COTPYJHHKOB CTPOMTCS TaKUM
o0pa3om, 4TOOBI B ciydae JH0OO0ro HapylIeHUs Kpyr BUHOBHHMKOB ObLI YETKO W3BECTEH WIIU
CBE/IEH K MUHUMYMY.

5.8 IpuHIUN MUHUMH3AIUHA TOJTHOMOYHIA

O3HauaeT MpeaoCcTaBlIeHHUEe MOIb30BATENIM MHHUMAIBHBIX MPaB JOCTYMa B COOTBETCTBUU C
MPOU3BOJICTBEHHON HEOOXOJAMMOCThIO, Ha OCHOBE TMPHUHIMIIA «BCE, YTO HE pa3perieHo,
3aIpereHo.

Hoctyn x II[IlH nMOMDKEH TPENOCTaBISATHCS TOJBKO B TOM cilydyae M 00beMe, eClIu 9TO
HEO0OXOIUMO COTPYIHUKY JJISl BBIMOTHEHUS €T0 JOHKHOCTHBIX 0053aHHOCTEH.

5.9 B3aumopneiicTBHe M COTPYAHUYECTBO

[Ipenmonaraer co3gaHue OIarompuaTHON arMmocdepbl B KOJUIEKTHBAX MOJpa3JelieHuH,
obecnieunBaronux gestenbHOcTh UCIT[IH MBY «lllkoma Ne 79y, nisi cHH>KEHHSI BEpOSITHOCTH
BO3HUKHOBEHUS HETATUBHBIX JEHCTBHI CBSI3aHHBIX C YEIOBEYECKUM (PaKTOPOM.

B Takoii oO0cTaHOBKE COTPYIHUKH JOJKHBI OCO3HAHHO COOJIOaTh YCTAHOBJICHHBIC TIPABHIIA
U OKa3bIBaTh COJCHUCTBUE B JACSITEILHOCTH MOAPA3/ICIICHUN TEXHUYECKON 3aIUThl HH(OPMAIIUH.

510 TI'mékocth cucTtemsbl 3ammThl [1/1H

[TpuHsITHIE MEPHI U YCTAHOBJICHHBIE CPECTBA 3aIIUTHI, OCOOCHHO B HAYalbHBIN MEPUOI UX
IKCIUTyaTaIlii, MOTYT 00OeCTieurBaTh KaK Ype3MEPHBIN, TaK U HEIOCTATOYHBIN YPOBEHD 3aIUTHI.
Jnst obecniedyeHrss BO3MOKHOCTH BapbHUPOBaHUS YPOBHEM 3alllUIEHHOCTH, CPEICTBA 3aIIUTHI
JOJIKHBI 0071a/1aTh ONpeaeIeHHON THOKOCThI0. OCOOEHHO BayKHBIM 3TO CBOMCTBO SIBIISIETCS B TEX
CIIy4asiX, KOTJa yCTaHOBKY CPEJACTB 3allUThl HEOOXOAMMO OCYIIECTBIISITH Ha PabOTAIOIIYIO
CUCTEMY, HEe Hapylas npoliecca ee HoOpMaJIbHOTO ¢ YHKIIMOHUPOBAHHUSI.
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5.11 OTKpBITOCTH AJITOPUTMOB U MEXAHU3MOB 321U THI

CyTh NpPHHIHMIIA OTKPBHITOCTH AJTOPHUTMOB M MEXaHHU3MOB 3alUThl COCTOMUT B TOM, YTO
3aIUTa HE JOJDKHA 00ECTIeUnBaThCS TOJIBKO 32 CYET CEKPETHOCTH CTPYKTYPHOH OpraHu3aliy
AITOPUTMOB (DYHKIIMOHHPOBAHHS €€ MOJACUCTEM. 3HAHUE aJITOPUTMOB PAOOTHI CHCTEMBI 3AIUTHI
HE JIOJKHO JIaBaTh BO3MOXHOCTH €€ MpeojoJieHus (naxe aBropam). OHAKO, 3TO HE O3HAYACT,
410 HH(OPMALIKS O KOHKPETHOM CUCTEME 3allUThI IOJKHA OBITh OOIIE0CTYITHA.

5.12 IlpocTtoTa npuMeHeHHs CPeICTB 3aIUTHI

MexaHu3Mbl 3alIUTHl JOKHBI OBITh MHTYUTHBHO TOHSATHBI M MPOCTHI B HCIOJIb30BAHUU.
[IpuMeHeHne CPeCTB 3aIUTHl HE JOJKHO OBITh CBSI3aHO CO 3HAHUEM CIICHUAIBHBIX SI3bIKOB MM
C BBINIOJHEHUEM JEUCTBUN, TPEeOYIOIIMX 3HAYUTENbHBIX OMOJIHUTEIbHBIX TpPyAO3aTpar Mpu
00BbIYHOI paboTe 3aperucCTpUPOBAHHBIX YCTAHOBJIEHHBIM MOPSAIKOM I10JIb30BATENEH, a TaK)KE HE
JOJKHO TpebOoBaTh OT MOJB30BATENS BBHIMOJIHEHUS PYTHHHBIX MAJIOTIOHSATHBIX €My OIleparluii
(BBOJI HECKOJIBKUX MApOJIe U UMEH U T.1.).

Jlo;kHa jocTUraTthbes aBTOMATH3alUsl MaKCHUMAaJIbHOIO 4MCia JIEHCTBUN MoJb30BaTenei U
aamuauctparopos UCII/IH.

5.13 Hay4yHasi 000CHOBAHHOCTb U TEXHHYECKAsl PeaIN3yeMOCTh

WNHupopMalinoHHbIE TEXHOJIOTUH, TEXHUUECKHUE U NTPOrPAMMHBIE CPEJICTBA, CPEACTBA U MEPHI
3alIMThl UHPOPMALIMU JIOJDKHBI OBITh pealln30BaHbl HA COBPEMEHHOM YPOBHE Pa3BUTHSI HAYKH U
TCXHUKH, HAYYHO O60CHOBaHI)I C TOYKH 3PCHHA NOCTUIKCHHA 3aJaHHOI'0 YPOBHA 6€3OHaCHOCTI/I
UHPOpPMALIUM W JIOJDKHBI COOTBETCTBOBATh YCTAHOBJICHHBIM HOpPMaM M TPEOOBaHHSM 10
6e3onacuoctu [1]1H.

C3I1[In nomxHa OBITh OPUEHTHPOBAHA HA PELICHMs, BOSMOXKHBIE PUCKU Ul KOTOPBIX U
Mepbl MPOTUBOACHCTBHMSI ATHMM pHUCKaM NPOIUIM BCECTOPOHHIOI TEOPETUYECKYIO U
IIPAKTUYECKYIO IIPOBEPKY.

5.14 Crneumanu3zanus v npogeccuoHATU3M

[Ipenmonaraer mnpuBIEYeHHE K pa3padOTKe CPEICTB H pealu3alldd Mep 3alluThl
nH(popMaIuK CrenuaIn3upOBaHHBIX OpraHU3aIHi, HanboJiee MOATOTOBICHHBIX K KOHKPETHOMY
BUIY JeATENbHOCTH 1Mo obecriedeHuto Oe3omacHOCTH [IJIH, MMEIOIMUX OMBIT MPAKTUYECKOU
paboThl ¥ TOCYAAPCTBEHHYIO JIMIIEH3UIO Ha MPABO OKa3aHUs yCIyT B 3TOW obOnactu. Peanuzarus
aIMUHUCTPATUBHBIX ME€p M DJKCIUIyaTalusi CpPEJICTB 3alllUThl JIOJKHA OCYILIECTBISATHCS
poQeCCHOHAIBHO TTOATOTOBIIEHHBIMU criennanuctaMu MBY «lllkoma No 79y.

5.15 O6s3aTe/IbLHOCTH KOHTPOJIS

Hpe;monaraeT 00513aTEJIbHOCTh U CBOCBPEMCHHOCTDb BBIABIICHUSA W INPECCUCHUSA ITOIIBITOK
HapymeHusd  YCTAaHOBJICHHLIX  ITPABUJI oOecnieueHuss 0€30IACHOCTH HﬂH Ha OCHOBC
HCIIOJIB3YEMBIX CUCTEM U CPEACTB 3alllUThI I/IH(l)OpMaHI/II/I IIpu COBCPIICHCTBOBAHNUN KPUTCPHUCB U
MCTOJ0B OLICHKH B(I)(I)CKTI/IBHOCTI/I 9TUX CUCTCM U CPCACTB.

KOHTpOHB 3a OCATCIBbHOCTBIO JIF000T0 MMOJIB30BATCIIA, KaXXIO0Iro CpeacTBa 3allUThl U B
OTHOIIICHUH JIF000r0 00BHEeKTa 3aIUTHI JOJIZKCH OCYIICCTBIIATHCSA HAa OCHOBC IIPUMCHCHUA CPCACTB
OINIEPaTUBHOI'O KOHTPOJIA U PETUCTpAllMHM W JOJDKCH OXBATbIBATh KAaK HECAHKIIMOHWPOBAHHBIC,
TaK 1 CAHKIITUOHWPOBAHHBIC JIeNCTBUS MOJIb30BaTEIE.

6. MEPBI, METOJbl W CPEJCTBA OBECIIEYEHWS TPEBYEMOI'O YPOBHS
3ALIUIIEHHOCTH

OGecnieyenne TpeOyeMoro ypoBHS  3alIUIICHHOCTH  JOJDKHOCTH  JOCTUTAThCA  C
UCIIONIb30BAaHUEM Mep, METOJOB H CpeAcTB Oe3omacHocTd. Bce wMepbl  obecrnedeHus
6e3onacuoctu MUCIIJIH moapa3aensroTes Ha:
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- IIPABOBBIE;
- MOpaJIbHO-ITHUYECKHUE;

- OpraHU3alMOHHbIE (aAMUHUCTPATUBHBIE);

- buszndeckue;

- TEXHUUYECKHUE (anmnapaTHble U IPOrPaMMHBIE).

[lepeuens BBIOpaHHBIX Mep obecrieyeHus! 6€30MacHOCTH oTpaxaercs B [lmane MepornpusaTHii
10 00ECIICYCHHIO 3aIIUTHI IIEPCOHATBHBIX JTaHHBIX.

6.1 IIpaBoBble MepbI 321U THI

K mnpaBoBeIM MepaMm 3amMThl OTHOCATCS JEUCTBYIOIIME B CTPAHE 3aKOHbI WU HWHBIE
HOpPMATHBHBIE IPaBOBbIE AaKThl, perjaMeHTupyrolmue mpasuiaa oOpamenus c¢  [I/1H,
3aKpEIUIAIONINe TpaBa U 00SI3aHHOCTH YYACTHUKOB WH(OPMAIIMOHHBIX OTHOIICHHWHA B IPOLIECCE
ee 00pabOTKM U UCMOJIb30BAaHUS, a TAKXKE YCTAaHABIIMBAIOIINE OTBETCTBEHHOCTh 33 HapyLLCHHS
9TUX MPaBUJI, NPENATCTBYS TEM CaMbIM HENPABOMEPHOMY HCIOIb30BaHMIO 11/IH 1 sBisromuecs
C/IEP’KUBAIOLIMM (PaKTOPOM ISl HOTECHIMAIbHBIX HAPYLIUTEICH.

[IpaBoBBIE MEPHI 3aIIUTHI HOCST B OCHOBHOM YIPEKAAIONINH, TPOPHIAKTHIECKUN XapaKTep
U TpeOYIOT MOCTOSIHHOM pa3bsACHUTEIbHON pPAaOOTHI C IOJIb30BATENIIMU U OOCITY>KHBAIOLIUM
IIEPCOHAJIIOM CHCTEMBI.

6.2 MopaJibHO-3CTeTHYeCKHE MePbl 3alUThI

K MOpanpHO-3TMYECKMM MepaM OTHOCATCS HOPMBI IIOBEIEHUS, KOTOPBIE TPaJULHOHHO
CJIOKWJIMCh WM CKJIA/IbIBAIOTCA 0 Mepe pacnpocTpaHeHus OBM B cTpaHe mnu oOmiectBe. ITH
HOpPMBI OOJIBIIEH YacTbhiO HE SIBISIOTCS 00sI3aTENIbHBIMH, KaK 3aKOHOJIATENIbHO YTBEP)KICHHbBIE
HOpPMATHBHBIE AaKTbl, OJHAKO, UX HECOOII0/IeHHe BeleT OOBIYHO K MaJeHUI0 aBTOPHUTETA,
IpecTrXka 4eJI0BeKa, IPYIIbI JUI] WIK OpraHu3auni. MopaiabHO-3THUYECKHE HOPMBI OBIBAIOT KaK
HenucaHble (Hampumep, OOIIENpPHU3HAHHBIE HOPMbI YECTHOCTH, MAaTPUOTHU3MA U T.II.), TaK H
NUCaHble, TO €CTh 0()OPMIICHHBIE B HEKOTOPBIN CBOJ (YCTaB) MpaBUJI I IPEITUCAHUI.

MopanbHO-3TUYECKHE MEpbl 3alllUThl  SABISAIOTCA MNPOQUIAKTHYECKUMH U TPeOyroT
MOCTOSSHHOW paboThl MO CO3JaHUIO 3/I0POBOTO MOpPAJIbHOIO KJIMMara B KOJIJIEKTHUBaX
nojapasesneHuid. MopanbHO-3TUUYECKUE MEPBI 3alUTHI CHIXKAIOT BEPOSITHOCTh BO3HUKHOBEHMS
HETaTUBHBIX JIEUCTBHUM CBS3aHHBIX C YEJIOBEYECKUM (DAKTOPOM.

6.3 Opranu3anuoHnbie (AAMUHUCTPATHBHbIE) MePbI 3AIUTHI

Opraau3anuoHHble (aIMUHUCTPATUBHBIC) MEPHI 3alIUTHI - 3TO MEPHI OPTaHU3AIMOHHOTO
XapakTepa, periameHTHpytomme mnpouecchl (yHknuonupoanus WCIIJIH, ucmonp3oBaHUE
pecypcoB UCII[H, nesTenpbHOCTh OOCTY)KMBAIOIIErOo TMEpCOHana, a TakkKe MOPSI0K
B3anmojeiicTBus monb3oBareneid ¢ MCII/In takum oOpa3om, uToObl B HaMOOINbIEH CTENEHU
3aTPYIHATh WM HUCKIIOYHUTH BO3MOXKHOCTH peaju3allMi yrpo3 Oe30MacHOCTH WU CHHU3UTH
pasMep NOTEPH B CIydae UX peAIU3aLHH.

['maBHas 1menb agMUHUCTPATUBHBIX MEp, MPEAITPHHUMAEMBIX Ha BBICIIEM YIIPABICHUECKOM
ypoBHe - cdopmupoBarh [lonmutuky wuHdopmarmonHnoit O6ezonmacHoctu I1/[H (oTpakaromryro
moaXoAbl K 3amuTe WHpopMmanuu) u 00ECIeunTh €€ BBIOJHEHHUE, BBIACIAS HEOOXOIMMBIC
pECYpPChI U KOHTPOIUPYSI COCTOSIHHUE JIET.

Peanuzamus Ilomutuku napopmanmonnoi 6e3omacHoctu [1/In B8 UCII[IH cocTosiT u3 Mep
aIMHUHUCTPATUBHOTO YPOBHS ¥ OPTaHU3AIMOHHBIX (IIPOLIEYPHBIX) MEP 3aIUTH HHPOPMAIIHH.

K azxMUHHCTPaTHBHOMY YPOBHIO OTHOCSTCS PEIIEHUS PYKOBOJACTBA, 3aTParuBarOLIUe
nesrenbHocTh MCII/IH B menoMm. Dt pemenus 3akperursaiores B [lonutuke nHpopMannoHHON
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6e3omacHocTH. [IpuMepoM Takux pemeHuii MOryT ObITh:

- NpUHATHE peleHUus O (OPMUPOBAHUU WIH IEPECMOTPE KOMILIEKCHON MpPOrpaMMbl
obecnieuenus 6e3onacHocTu [1/1H, onpeneeHue OTBETCTBEHHBIX 3a €€ Peai3altIo;

- (opmynupoBanme 1€, TOCTAHOBKA 3aja4, ONPEICICHUE HAIPABICHUN IEATEIIbHOCTH
B obustactu 6e3omnacuoctu [1/1H;

- TpPUHATUE DPELIEHUH MO BOMpPOCaM peau3alldd MPOorpaMMbl O€30MacCHOCTH, KOTOpHIE
paccmatpuBatotcst Ha ypoBHe MBY «lllkona Ne 79» B 1iennom;

- obecnieueHre HOPMATHBHO - MPaBOBOM 0a3bl BompocoB OezomacHocTy U T.n. Ilonuruka
BEPXHETO YPOBHS JJOJDKHA YETKO OUEPTUTH cpepy BIMSAHUSA U OTPAaHUUYCHUS

npu onpeneneHuu neneit 6esonacHoctu I1/[H, onpeaenuTs KakuMu pecypcamu (MaTepuajbHbIE,
NepCOHAI) OHM OYAYT NOCTUTHYTHl M HANTH pPa3syMHBIM KOMIPOMHCC MEXIY MNpPUEMIIEMbIM
ypOBHEM 0e3011acHOCTH U (pyHKLIMOHAIbHOCThIO UCTI/IH.

Ha opranu3zaniuoHHOM ypOBHE ONPEIENISIOTCS MPOLEAYpPhl U MpaBuia JOCTHKEHUS Lesel u
pemenus 3aga4u [lonutuku nndopmanronHo 6e3onacuoctu [1/1H. DTu mpaBuiia onpeaensior:

- KakoBa 00JacTh MPUMEHEHUs MOMUTHKU Oe3onacHocTH [1]H;

- KaKOBbI pOJIM H 00513aHHOCTHU JOJDKHOCTHBIX JIMI, OTBCYHAKOHIMC 3a IIPOBCACHUC
MOJINTUKHU OS30I1aCHOCTHU HI[H, a TaK X€ UX YCTAHOBUTH OTBETCTBCHHOCTD,

- KTO uMeer Ipasa aocryna K I1/1H;
- KaKMMHU M€paMU U cpelcTBamu oOecrieunBaercs 3ammra [1J]H;

- KaKMMM MEpaMU U CpeICTBAaMH 00eCIeunBaeTCsl KOHTPOJIb 3a COOII0IEHUEM BBEJIEHHOTO
pexuma 6€301acHOCTH.

OpFaHI/BaHI/IOHHLIe MCPBI JOJIZKHBI:

- TpeAycMaTpuBaTh  periaMeHT  WHOOPMAIMOHHBIX  OTHOIIEHUW,  HCKIIFOYAIOIINX
BO3MO>XHOCTh HECAHKIIHOHUPOBAHHBIX JEHCTBHI B OTHOIIICHHH OOBEKTOB 3aIUTHI;

- ONpelNeNATh KOAIUIMOHHBIE W HMEpPApXUUYECKHE INPUHLHUIBI U METOJbl pa3TpaHUYCHUs
nocryna k [1J1H;

- OMpCACIIAThL IMOPAI0K pa6OTI>I C HOpOrpaMMHO-MATCMATUYCCKUMHU W TCXHUYCCKUMU
(aHHapaTHbIC) CpeACTBAMU 3aIIHUTHI U KPUIITO3AIIUTEI U APYTIUX 3allIUTHBIX MEXAHU3MOB;,

- opranums3oBatb Mepbsl nporuBoxaevictBus HCJI  monp3oBatenssMu  Ha  3Tamnax
ayTeHTU(UKALMK, aBTOPU3ALMH, WACHTH(PHKAINK, O0ECIEeUMBAIOLIMX TapaHTUU peau3aliu
IpaB U OTBETCTBEHHOCTH CYObEKTOB MH()OPMALIMOHHBIX OTHOLIEHUIA.

B oprann3zanroHHbie MEPBI JOJKHBI COCTOATH U3:
- pernamenra nocryna B nomemenust UCIIx;

- TOPSIZIOK JOMYCKa COTPYAHUKOB K ucnoiib3oBaHuto pecypcoB UCII[In MBY «lllkomna Ne
79,

- perjaMeHTa TIIpPOLIECCOB BeJeHMA 0a3 JaHHBIX W OCYLIECTBIEHHS MOAM(UKALUU
MH(OPMaLMOHHBIX PECYPCOB;

- periiaMeHTa IMpOoIEeCCOB OOCTYKMBAHUS U OCYIIECTBICHUS MOAU(PUKAIIUN alllapaTHBIX U
nporpamMmmubix pecypcoB UCII/IH;

- uHcTtpykuuil nons3oBatenedt MCII/In (anmunuctparopa WCIIJIH, aamuHHMCTpaTOpa
6e3omacHocTH, oneparopa UCIT/IH);
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- HHCTPYKIUA ITOJIB30BATECIIA IPU BOBHUKHOBCHUN BHCIITATHBIX CI/ITyaLII/II;'I.
6.4 dusnyeckue Mepbl 3aMUTHI

dusnueckue MCpPBI 3alllUThl OCHOBAHbBI HAa MNPUMCHCHHHU PA3HOIO pPoOJa MCXaHHUYCCKUX,
QJICKTPO- nimn SJICKTPOHHO-MCXaHUYCCKUX YCTpOﬁCTB u COOpy>K€HPII>i, CIIenuaJIbHO
NpeaAHa3sHAYCHHBIX  UIA  CO3JaHUsA (bH?;H‘ICCKI/IX HpCHHTCTBI/Iﬁ Ha BO3MOJXHBIX IIYTAX
IIPOHUKHOBCHUA W AOCTylla ITOTCHHHAJIBHBIX HapyulPITeJ'[eﬁ K KOMIIOHEHTaM CHCTEMBbI U
3aLLIPIH_[aeM0ﬁ I/IH(i)OpMaI_II/II/I, ad TaKKC TCXHUYCCKUX CPCACTB BU3YaJIbHOI'O Ha6JHO,Z[€HI/ISI, CBsA3U U
OXpaHHOﬁ CHUI'HaJIu3aluu.

duznyeckas 3amuTa 3/1aHui, TOMEIICHU, 00BEKTOB M CPEACTB WH(OPMATHU3AINN JTOJDKHA
OCYLIECTBIISATbCA IYTEM YCTAHOBJIEHHUSI COOTBETCTBYIOLIMX IIOCTOB OXpaHbl, C IOMOIIBIO
TEXHUUYECKUX CPEACTB OXpaHbl WIH JIFOOBIMU JIPYTMMH CIIOCOOaMH, MPENOTBPALAIONIMMH WU
CYILLIECTBEHHO 3aTPYAHSIOIIMMU MPOHUKHOBEHHUE B 3/1aHHE, NMOMEIICHUS MOCTOPOHHMX JIMII,
XHIIeHHe MHOOPMAIIMOHHBIX HOCHTENEH, caMuX cpencTB WHGOpMATH3AlNU, UCKITIOYAIOIINMHU
HAXO0XJICHWE BHYTPH KOHTPOIUPYEMOU (OXpaHsEeMOil) 30HbI TEXHMUYECKUX CPEACTB Pa3BEIKU
(BUzEOKaMep, MOICTYIIUBAIOIIUX YCTPOUCTB).

6.5 AnmapaTHo-mporpaMMHbIe cpeacTsa 3ammThl I11H

TexHuueckue (anmapaTHO-IIPOrpPaMMHBIE) MEphI 3aIMTHl OCHOBAHbI HAa HCIOJb30BaHUU
Pa3IMYHBIX JEKTPOHHBIX YCTPONCTB U CHIEHUANIbHBIX Iporpamm, Bxonsamux B cocras UCIIIH u
BBITOJIHSIOUINX (CAaMOCTOSATENBHO WIIM B KOMIUIEKCE C APYTUMH CPEICTBaMHU) (DYHKIIMH 3aIlIUThI
(upeHTH(UKAIUIO U ayTeHTU(UKALUIO I0JIb30BaTENeH, pasrpaHMYeHHE JOCTyNa K pecypcam,
PETUCTPAINIO COOBITHI, KpUNITOTpadhUIeCKOe 3aKPhITHE HHPOPMALIUH U T.1I.).

C yuetrom Bcex TpeboBaHMi U MpUHIMIOB obecriedenus 6e3onacHoctu [1/In 8 UCII/H mo
BCEM HAIPaBJICHUSM 3aIIUThI B COCTAB CHCTEMBI 3alIUTHI JOJKHBI OBITH BKJIFOUEHBI CIIEAYIOIINE
CpeACTBa:

- cpeactBa wujeHTU(UKauUK (OMO3HABaHUA) U ayTeHTUQUKAUUU (TOATBEPKACHUS
noAIMHHOCTH) nonb3oBareneii UCII/H;

- CpeacTBa pasrpaHUYCHHs] JOCTYyMa 3apEeTUCTPUPOBAHHBIX IOJIH30BATENIEH CHCTEMBI K
pecypcam UCII[In MBY «lllkona Ne 79;

- cpeAcTBa oOecreyeHUs U KOHTPOJS IEJIOCTHOCTH NMPOTPaMMHBIX M HH(OPMALMOHHBIX
pecypcoB;
- CpeAcTBa ONEPATUBHOIO KOHTPOJIS U PETUCTPALIUU COOBITUI O€30M1aCHOCTH;

- KpunTorpaduydeckue cpenctsa 3amuTsl [1J]H.

VYcnenHoe npUMeHEeHHEe TEXHUYECKUX CPEACTB 3alllUThl HA OCHOBAHUM MPHUHIMIIOB (pa3aen
5) nmnpeamonaraeT, YTO BBIIOJHEHHWE MEPEUYMCICHHBIX HIDKE TpeOoBaHUI obecredyeHo
OpraHU3al[MOHHBIMH  (aIMUHUCTPATUBHBIMM) MEpaMU U HCMOIb3YEeMbIMH  (DU3MUECKUMHU
CpPEICTBaMU 3allUTHI:

- obecreueHa pusnyeckas 1meaocTHOCTh BceX komnoneHT MCIIIx;

- Kaxnapli corpynHuk (monb3oBatens MCII[IH) unm rpynma mnoap30BaTened HMeEET
VHHUKQJIbHOE CHCTEMHOE€ HMS M MHUHHUMAaJIbHO HEOOXOJMMBbIE [JIsl BBIIIOJIHEHUS MM CBOHMX
(GYHKIMOHATIBHBIX 0053aHHOCTEH MOTHOMOYUS 110 IOCTYITY K pecypcaM CUCTEMBI;

- B UCIIa MBY «llIkona Ne 79» pa3zpaboTka U OTIa7Ka MPOorpaMM OCYIIECTBISETCS 3a
npeaenamu UCII/IH, Ha ucibITaTEIbHBIX CTEHIAX;

- BCEe HU3MEHEHUsA KOH(HUTypamuu TeXHUYeCKnX W mporpammubix cpeacts MCII/x
IIPOU3BOJATCS CTPOrO YCTAaHOBJIEHHBIM NOPSAAKOM (PETHMCTPUPYIOTCS M KOHTPOJIMPYIOTCS)
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TOJIBKO Ha OCHOBaHUM pacrnopsbkeHui pykoBoactsa MBY «lllkomna Ne 79y;

- cereBoe oOopymoBaHHe (KOHIICHTPATOPBI, KOMMYTATOPHI, MapUIPyTU3aTOPbl H T.II.)
pacmoiaraeTcss B MECTaX, HEJOCTYIHBIX I IOCTOPOHHUX (CHEIHANbHBIX ITOMEIICHUSX,
mkadax, 1 T.11.).

Crneunamucramu MBY «lllkona Ne 79» ocyiecTBisieTcs HENPEPHIBHOE YIPABICHUE U
aJIMUHUCTPATUBHAs NOJIep’KKa (YHKIIMOHUPOBAHUS CPE/ICTB 3ALLMTHI.

7. KOHTPOJIb Y®®EKTUBHOCTHU CUCTEMBI 3AIIUTHI UCITIJIH MBY «Illkoja
Ne 79»

Kontponb s¢dextuBnoctu C3II/IH nomkeH OCymIeCTBIsETCS HAa MEPUOJUYECKON OCHOBE.
Llenpto kOHTpONIT A(P(HEKTHUBHOCTH SBISICTCS CBOCBPEMECHHOE BBISBIICHUE HEHAIJICKANTIX
pexxumoB pabotel C3IIJ[H (oTKitOUEHHE CPEACTB 3alllUThl, HAPYIICHHE PEKHUMOB 3alIUTHI,
HECAHKI[MOHHUPOBAHHOE HW3MEHEHUE pPEeXKHUMa 3allUThl W T.I.), a TaK MPOTHO3ZUPOBAHHE W
MIPEBEHTUBHOE pearupoBaHUE HA HOBBIE yrpo3bl 6e3omacHocTH [1/]H.

KoHTposib MOXET TpOBOAUTHCA Kak aaMuHucTtpatopamu OeszomacHoctu  MWCIIdn
(omepaTUBHBIA KOHTPOJIb B Mporiecce uHpopmarmonHoro B3aunmopeiicteus B MCII/H), Tak u
MPUBJICKAEMBIMH JIJI1 3TOM LEIM KOMIIETEHTHBIMUA OPraHU3aLMUsAMH, UMEIOIIUMU JIULIEH3UIO Ha
3TOT BUJ JiesdTenbHOCTH, a Takke DCTIK Poccun u ®Ch Poccuu B pesenax ux KOMIETEHIIUH.

KoHTpONb MOXET OCYIIeCTBIATHCS aIMHUHHCTPATOPOM O€30MacHOCTH KaK C TOMOIIBIO
IITaTHBIX CPEACTB cHucTeMbl 3amuThl [1/IH, Tak ¥ ¢ MOMOUIbIO CHENMATIbHBIX MPOTrPAMMHBIX
CPEJICTB KOHTPOJIS.

- Onenka »ddexkruHoctd Mep 3ammthl [IJIH TpoBoAMTCS €  HCMONB30BAHHEM
TEXHUYCCKHUX W MNPOrpaMMHBIX CPEACTB KOHTPOJA Ha NPEAMET COOTBCTCTBHA YCTAHOBJICHHBIM
TpeOOBaHUSM.

8. C®EPBI OTBETCTBEHHOCTHU 3A BE3OITACHOCTbD I1JIH

OTBeTcTBEHHBIM 3a pa3pabOTKy Mep U KOHTPOJb HaJ obecreyeHHueM Oe30MacHOCTH
NEPCOHAIBHBIX JaHHBIX sBIseTCs pykoBoautenb MBY «lllkona Ne 79». PykoBonurens MOXET
JIeJIETUPOBATh YaCTh OJHOMOYMH 110 00eCIeueHUI0 OE30MaCHOCTH MTEPCOHANIBHBIX JTAHHBIX.

Cdepa OTBETCTBEHHOCTH PYKOBOJAUTENS BKIIOYAET CIEAYIONIME HANpPaBlIEeHUs 0OecTeueHHs
6e3onacuoctu [1]1H:

- TUIaHUPOBaHHUE U peanu3alus Mep mo obecnedenuro 6e3onacHoctu [1/1H;
- aHanm3 yrpo3 6e3onacHoctu [1]1H;

- pa3paboTKy, BHEApPEHHE, KOHTPOJIb MWCIOJHEHHS U TOJJEpKaHHEe B aKTyaIbHOM
COCTOSIHMM TOJUTHK, PYKOBOJICTB, KOHIENIUHI, IPOLEAYD, PETJIAMEHTOB, HHCTPYKIIUN U IPYIUX
OpraHU3alMOHHBIX JOKYMEHTOB 110 00eCIe4eHn 0 O€30aCHOCTH;

- o0yuenue u uHpopmupoBanue noib3oBateneir UCIIIH, o mopsake paboter ¢ 1/l u
Cpe/CTBaMu 3allUThI;

- IpPEeAOTBpAlIEHWE, BBIABICHHE, pPEarnpoBaHWE M  PACCIENOBAHME  HApYyLICHHUU
oe3onacHocTH [1]1H.

[Tpu B3auMoENHCTBUN CO CTOPOHHUMH OpPraHU3AIMSIMH B CIIy4asiX, KOTJla COTPYIHUKAM STUX
OpraHM3alii MpeAoCTaBIsIeTCS JOCTYyn K oObekTaM 3amuThl (pazmen 3), ¢ ITHMH
OpraHu3alsIMu JODKHO ObITh 3akitodeHo «CorniamieHue o0 KOH(QUACHIMATBHOCTUY», JHOO
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«Cornamenue o coonmoaeann pexxuma o6e3omacuoctu [1/10 mpu Bemmonaenunn padot B UCITda».

9. MOJEJIb HAPYHIUTEJISI BE3OITACHOCTH

ITon napymmtenem B MBY «lllkona Ne 79» moHumaercs juio, KOTOpOE€ B pe3yJibTaTe
YMBIIUICHHBIX WM HEYMBIIUICHHBIX JIEHCTBUH MOXET HaHECTH yIepd OoOBEeKTaM 3alluTh

(pazmen 3).

Hapymmrenu noapaznenstorcs no npusHaky npuHaanexsoctd k UCIIIn. Bee napymurenu
JENATCA Ha IBE TPYIIIBL:

- BHCIIHHME HapymHTeNnu - (U3MYECKHe IUIa, HE HMMCIOIIME IpaBa MpeObIBaHUS Ha
TEPPUTOPUU KOHTPOJIUPYEMOWM 30HBI, B Tpelenax KOTOPOH pa3Mmemiaercs o0OopyaoBaHHE
NCTI/H;

- BHYTPEHHME HapylIUTeNd - (U3NYECKHE JIMIa, HMMEIOLIMEe NpaBoO NpeObIBaHUS Ha
TEPPUTOPUU KOHTPOJUPYEMOW 30HBI, B IpEIeiax KOTOPOM pa3Mmelaercs o0opyrioBaHUE
NCIIAH.

Knaccudukanus HapymmTened mpencraBieHa B Mogenmu  yrpo3  0€30macHOCTH
nepcoHaNbHbIX JaHHbIX Kaxaon UCII/IH.

10. MOAEJIb YI'PO3 BE3OITACHOCTH

Hns UCITAn MBY «lllkona Ne 79y BbIIENSIOTCS CIIENYIONIME OCHOBHBIE KAaTETOPUHU yrpo3
0e30MacHOCTH MEePCOHATBHBIX TaHHBIX:

- YI'PO3BI OT YTCUKH 110 TEXHUYCCKUM KaHAJIaM;
- YIrpO3bl HCCAHKITMOHUPOBAHHOI'O JOCTYIIA K HH(bOpMaHHHZ

e yYrpo3bl YHUYTOXEHMs, XulleHus annapatHelx cpeacts  HMCII[H  HOcuTenen
uH(popMaluu nyreM ¢puznyeckoro nocryna k anementam MCIIdH;

e VYrpo3bl XWINEHUS, HECAHKIIMOHUPOBAHHOW MoauduUKanmuu WIK  OJOKHPOBAHUS
uHpopMaluu 3a cyeT HecaHKIMoHupoBaHHoro poctyna (HCJ) ¢ mnpumeneHuem
MPOrpaMMHO-ANMApaTHBIX M TMPOTPAMMHBIX CpPEICTB (B TOM YHCIE MPOrpaMMHO-
MaTeMaTHYECKUX BO3JICHCTBUN);

e yIpo3bl HE MpeIHAMEPEHHBIX AEHCTBHM MOJb30BaTeNlel W HapyIIEHHH O0€30MacHOCTH
¢dbyakuuonupoBanus WCII[Ilm u C3II[n B ee cocraBe m3-3a COOEB B MPOTPaMMHOM
o0ecrieyeHUH, a TaKXke OT Yrpo3 HEaHTPONoreHHoro (cOoeB ammapaTtypel U3-3a
HEHA/Ie)KHOCTU DJIEMEHTOB, COOEB JJIEKTPONUTAHMsS) W CTUXUHHOro (yIapoB MOJIHUH,
[10’KapOB, HABOJHEHUH U T.II.) XapakTepa.

- yIpo3bl NPEeIHAMEPEHHBIX JEHCTBUIM BHYTPEHHUX HapYLIUTENIEH;
- yIrpo3bl HECAHKLIMOHUPOBAHHOT'O JAOCTYIIA 10 KaHAJIaM CBS3H.

Ornncanue yrpos, BEpOSITHOCTh UX PEaU3aliK, OMIACHOCTh U aKTyaJbHOCTh ITPEACTABIICHBI B
Mogenu yrpo3 6e30MacHOCTH MEPCOHAIBHBIX TaHHBIX Kax a0l MCII/IH.

11. MEXAHU3M PEAJIM3ALIMU KOHUEIIINA

Peanmaunﬂ KOHHeHHI/II/I AOJIDKHa OCYIICCTBIIATHCA HAa OCHOBE IICPCIICKTHUBHEBIX IMPOrpaMm U
IMJIaHOB, KOTOPBIC COCTABJIAKOTCA HAa OCHOBAHUU U BO UCIIOJIHCHUC!
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- (enepanbHBIX 3aKOHOB B 00JIacTH obOecrieueHus: WHPOPMALMOHHON 0e30macHOCTH U
3aIUThI HH(GOPMAIINH;

- HOPMATUBHO-TIpaBOBBIX akTOB [IpaBuTenbscTBa Poccuiickon @enepaunu;

- PYKOBOJIAIIWX, OPraHU3alMOHHO-PACIIOPSAUTEIBHBIX M METOJUYECKUX JOKYMEHTOB
®OCT3K Poccuu;

- motpebHocteit UCIIJIH B cpeacTBax obecrieueHus: 6€30MacHOCTH HHGOPMAIIHH.

12. O)KUJAEMBINA D®PEKT OT PEAJIM3AIIMA KOHIENIIUH
Peanuzanus Konnenuuu 6e3onacuoctu [11n 8 UCIIIH no3BoiuUT:

- OleHUTh cocTtosiHue Oe3omnacHoctd uHpopManuu VCII[AH, BBIABUTH HWCTOYHUKHU
BHYTPEHHUX W BHEIIHUX Yrpo3 MH()OPMAIMOHHOW OE30MacCHOCTH, OINPEICUTh NMPHOPUTETHHIC
HaIpPaBJICHUS IPEJOTBPAIICHUS, OTPAXKECHUS U HEUTPaNU3aluy 3TUX YTPO3;

- pa3paborarth  pacHoOpsAOUTEIbHBIE U  HOPMATHUBHO-METOJIWYECKHE  JOKYMEHTHI
npumenutenbHo Kk UCIT/IH;

- mpoBectH kinaccuukanuio u cepruduranuto UCIIAH;

- NPOBECTH OPraHU3AIIMOHHO-PEKUMHBIC U TEXHUYECKUE MEPOIPHSITHS 10 00CCIICUCHUIO
6e3onacunoctu [1/1n B UCII/IH;

- obecrneuynuTh HEOOXOIUMBIA YPOBEHb 0€30MacHOCTH O0OBEKTOB 3alIUTHI. OCYIIECTBIEHUE ITHX
MEPONpUIATHI 00eCIeYuT CO3AaHUE E€AMHOM, LEJIOCTHOM U CKOOPAMHUPOBAHHOW CHCTEMBI
uHpopmanmonHor OezomacHoctu UCII[IlH u co3mact yciaoBus g ee  JallbHEHIero
COBEPIICHCTBOBAHUSI.

13. CITIMCOK UCITOJIb30OBAHHBIX UICTOYHUKOB

OCHOBHBIMH HOPMATHBHO-TIPABOBHIMH M METOJUYECKUMH JOKYMEHTAMH, Ha KOTOPBIX
6asupyertcs Hacrosee [lonoxenue, ABASIOTCA:

1. ®enepanbusbiii 3akon oT 27.07.2006 r. Ne 152-D3 «O nepcoHalbHBIX JaHHBIX» (nanee - O3
«O TepCOHANBHBIX JaHHBIX»), YCTAHABIMBAIOIIUN OCHOBHBIE TPHUHIUIBI M YCIOBUS
obpabotku I[1/ln, mpaBa, 0OS3aHHOCTH U OTBETCTBEHHOCTh YYAaCTHUKOB OTHOIICHUH,
CBsI3aHHBIX ¢ 00paboTkoit [1/1H.

2. «llonoxxenue 06 obecrnieueHnn OE30MACHOCTH MEPCOHANBHBIX JAHHBIX MPU UX 00paboTke B
WH(OPMAIMOHHBIX CHUCTEMax IEPCOHAIBHBIX JIaHHBIX», YTBepXkJaeHHOe [locTaHOBICHHEM
[TpaBurensctBa PO ot 17.11.2007 r. Ne 781.

3. «llopsmox mnpoBeneHHUs KiIacCUPUKAUUU WHGOPMAIMOHHBIX CHCTEM IEPCOHAIBHBIX
JaHHBIX», YTBepkeHHbI coBMeCcTHBIM [Ipukazom @CTIOK Poccun Ne 55, ®CB Poccun Ne
86 1 Mununpopmcasazu PO Ne 20 ot 13.02.2008 r.

4. «Ilonoxxenue o6 0COOEHHOCTSAX OOPAaOOTKU MEPCOHATBHBIX JAHHBIX, OCYIIECTBIIEMON 0e3
HCIIOJIb30BaHUs CPE/ICTB aBTOMaTH3alun», yTBepkaeHHoe [loctanoBnenuem IlpaBurenscTBa
P® ot 15.09.2008 r. Ne 687.

5. «Tpe6013aH1/1$1 K MaTC€pUuaIbHBIM HOCHUTCIISAM 6I/IOMeTpI/I‘IeCKI/IX MNEPCOHATIBHBIX JAaHHBIX M
TCXHOJIOTUAM XPAHCHUA TaKHUX HOAHHBIX BHC I/IH(bOpMaI_[I/IOHHBIX CUCTCM IMICPCOHAJIBHBIX
JIaHHBIX», yTBepkAeHHbIE [TocTanoBneHunem I[IpaBurensctBa PO ot 06.07.2008 1. No 512.

6. HopmaruBHo-MeToAMYECKHE MOKYMEHThl dDexepanbHONW COyXObl MO TEXHUYECKOMY U
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10.

11.

12.

13.

14.

15.

16.

JKCIepTHOMY KOHTposito Poccuiickoit @epepauun (mamee - DPCTIK Poccum) mno
obecnieuenuro 6e3onacHoctu [1J{H mpu ux o6padotke B UCII/IH.

bazoBasi Momens yrpo3 0€30MacHOCTH TEPCOHANBHBIX JAaHHBIX TpU HX 00paboTke B
WH()OPMAIMOHHBIX CHCTEMaX MEePCOHANBHBIX JaHHBIX, YTB. 3aM. qupekropa @CTIOK Poccun
15.02.08 r. (ACID).

Metoauka onpeieieHusl aKTyalbHbBIX yrpo3 0€30MacHOCTH TEPCOHANBHBIX JaHHBIX MPH UX
00paboTke B MH()OPMANMOHHBIX CHUCTEMaX MEPCOHANBHBIX JAHHBIX, YTB. 3aM. IUPEKTOpa
OCTIK Poccun 15.02.08 r. (JACIT).

«[lonoxkeHne o MeTo/IaX U croco0ax 3amuThl UHPOPMAITUU B HH(POPMAIIMOHHBIX CHCTEMaX
MEePCOHANIbHBIX JaHHBIX», yTBepKAeHHOe nupekTopoM CTIK ot 05.01.2010 r. Ne 58.

[Toctanosnenune IlpaBurensctBa P® ot 21.03.2012 N 211 (pen. or 20.07.2013) "O6
YTBEPKACHUH TEPEYHS MEp, HAIMPaBJICHHBIX Ha 00ecleYeHHEe BBITIOJHEHUS O0S3aHHOCTEH,
npeaycMoTpeHHbix denepanbapiM 3akoHOM "O TEPCOHANBHBIX JAHHBIX" U MPUHATHIMU B
COOTBETCTBUU C HUM HOPMATHBHBIMU IPABOBBIMH aKTaMH, OIEpaTOpamH, SBISIOIIUMUCS
roCyJapCTBEHHBIMH WJIM MYHUILIMITAIIbHBIMU OpraHaMu'.

[TocranoBnenue [IpaButensctBa PO ot 01.11.2012 N 1119 "O6 yrBepxkaenuu TpeOoBaHUM K
3alUTe TICPCOHANBHBIX JAHHBIX MPH HX O0pabOoTKe B HMH(POPMAIIMOHHBIX CHCTEMax
MEPCOHAIIbHBIX TaHHBIX .

[Tpuxa3z denepanbHOil CIyKObl MO TEXHUYECKOMY M AKCIOpTHOMY KoHTpoio (PCTOK
Poccun) ot 11 deBpans 2013 r. N 17 r. MockBa "O0 yrBepxkaenun TpeboBanuii o 3ammure
uHpopMaIM, HE COCTABJISIONIEH TOCYJapCTBEHHYIO TalHy, CoOJep)Kamiencs B
roCy/IapCTBEHHBIX HHPOPMAIIMOHHBIX CUCTeMaXx".

[Tpuxa3z denepanbHOil CIyKObl MO TEXHUYECKOMY M AKcropTHOMY KoHTpoiso (PCTOK
Poccun) or 18.02.2013 N 21 r. Mocksa "O0 ytBepxaenun CocraBa U COJEpKaHMS
OpPraHM3al[MOHHBIX M TEXHUYECKUX Mep MO OOecreueHuio Oe30MacHOCTH MNepCOHATbHBIX
JAHHBIX TPU UX 00paboTKe B MH(OOPMAIIMOHHBIX CUCTEMAX MEPCOHATIBHBIX JAHHBIX.

Coswmectasiii npuka3z @CTIK Poccun, ®Ch Poccun u Munkomcesszu Poccun ot 31 nexadbpst
2013 r. N 151/786/461 "O npusHaHuU yTpaTUBIIMM cHITy Ipuka3a denepalibHoON Ci1yX0bI IO
TEXHUYECKOMY U DJKCIOPTHOMY KOHTposto, PenepanbHON ciykObl Oe3omacHOCTH
Poccuiickoit ®epepaunun u MuHHcTepcTBa MH(MOPMALMOHHBIX TEXHOJOTMH M CBS3M
Poccuiickoit ®enepanuu ot 13 ¢espans 2008 r. N 55/86/20 "O6 yrBepxnenuu Ilopsiaka
IPOBEIEHUS KIacCU(PHUKAIMU HHPOPMALIMOHHBIX CUCTEM NEPCOHANBHBIX JIAHHBIX".

[Tpuka3 Pockomuamzopa ot 05.09.2013 N 996 "O6 yrBepacHHH TPeOOBAHUI H METOJIOB 110
00€3JIMYMBAaHHUIO TIEPCOHANBHBIX JaHHBIX" (BMecTe ¢ "TpeOoBaHMSAMH W METOJAMHU IO
00€3TMYMBaHUIO MTEPCOHANBHBIX JaHHBIX, 00pabaThIBaeMbIX B MH(OPMALIMOHHBIX CHCTEMaxX
NEPCOHANIBHBIX JaHHBIX, B TOM YHCIE CO3/aHHBIX M (QYHKIMOHHUPYIOIIMX B paMKax
peanuzanuu (eaepaabHbIX IIeJIeBbIX TporpaMm".

[Tpuka3 @enepanbHOM CITy>KOBI IO HAA30PY B cepe CBA3H, UHPOPMAIIMOHHBIX TEXHOJIOTHUH 1
MaccoBbIX KoMMmyHUKaruit ot 19 aBrycta 2011 r. Ne 706 «O06 ytBepxkaenun Pekomenmammii
O 3aroJHeHuto obOpasiia Gopmbl yBemomiieHUs: 00 00paboTke (0 HAMEPEHUU OCYIIECTBISTh
00paboTKy) NEePCOHANBHBIX JaHHBIX).
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